G R 8@ connected

Leveraging Cyber Risk
Quantification for Robust o
Cybersecurity Governance 42

— Robert Kloots, TrustMatters

ST qpmamy  REISACA @BE6 | [ Shayticlongtenring
S, Belgium Chapter C C C q



[ TRUSTMATTERS|

Agenda

1 Business is the driver
2 Cyber security risk

3 Appropriate measures
4 Conclusion
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Business iIs the
driver
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NIS2 Requirements

Regular inspections Notifications

Top Management Liability

Regular Audits

3o T i : F X f . )
Follow training on ‘ Ensure cybersecurity Oversee the risk Accountable in case of
cybersecurity . training for employees management framework i 0 cyber incident
., A A “ /

. S -

Governance
* Risk analysis * Policies and procedure for the use of
s Information Security Management cryptography e Backup management
®  Access Management e Use of multi-factor authentication * BCP/ DRP plan
* Evaluate effectiveness of security * Human resource (screening) * [ncident reespones plan
measures Security around supply chains
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Cyber Security Framework (CSF)

Function Category Category Identifier
Govern (GV]) Organizational Context GvV.0C
G ove rn Risk Management Strategy GV.RM
Roles, Responsibilities, and Authorities GV.RR
Policy GV.FD
Oversight Gv.ov
Cybersecurity Supply Chain Risk Management GV.5C

PROTECT

IDENTIFY

Continuous Monitoring
Adverse Event Analysis

D RECOVER RESPOND

CYBER SECURITY 00C N (D SolvayLifelonglearnin
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Incident Recovery Plan Execution

Incident Recovery Communication
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Cyber Security Function Deployment

Actions

« Take inventory of existing
CySec services and/or oo
solutions, Appliaiions

» Allocate control(s) to
appropriate matrix-cell Netwoihe

Repeat for asset type: -
Corporate digital assets

O
o Employee assets users
o Customer assets

Degree of
@)

Vendor assets

Dependency

CYBER SECURITY
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Operational functions

Identify Protect Detect Respond Recover

People
Technology

Solvay felong I.earnmg
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Asset types

Do we have something (inventory)...
That we care about (impact)...

That has weaknesses (vulnerabilities)...
That someone is after (threats)?

Busi 1RIT ouracaater
Process \ ““““ _'A‘ \
‘\ Risk
e /...\\ \\
s XML — Somsen achacure
e %
v \
& \ \ \
ecurity Architecture ‘
R

(pattems) ~ & IT Sy<lem !

~="and Data Assels /
N

Policies S
(Principles and Objectves) Contrcls T

Laws and regulations <
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Cyber security risk

SUPPORTED BY

S CYBER SECURITY / Solvay LifelongLearnin
':::'. COAL"I'ION be I SACA @ @ @ fﬁl J BRUSSELS SZ-KJOL Ecowon?cs. MANAGEMEE
Ve Belglum Chapter @ @ @



[ TRUSTMATTERS |

Compliance & Secure

a *Compliance Focused - this is aiming for mediocrity by
/ Minimum focusing on only the bare minimums to comply with a law,
/[ Compuance regulation or framework.
',t' REQUIREMENTS
l’ (MCR)

*Security Focused - this is focused on hard-core secure
engineering practices and compliance is not a concern.

\
. COMPLIANT '

: Compliance & Security Focused - this is a holistic
approach that is focused on making sure systems,
applications and services are secure by design and default,
where compliance is viewed as a natural byproduct by
having the proper blend of cybersecurity and privacy
practices.

Belgium Chapter
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The Risk Management Stack

The Risk Management Stack explains the value of Cost-Effective Risk Management
guantitative risk analysis models.

The objective is to achieve cost-effective risk : —
management. Well-informed Decisions
Risk management is a decision making discipline,
which means we try to make well-informed

decisions. Effective Comparisons
Decisions are typically trade offs between multiple

options. We can only decide on which is best for our

particular context by making effective i
comparisons. Meaningful Measurements

Effective comparisons are objectively enabled
through meaningful measurements.

Accurate Models

For measurements to be meaningful, logical,
consistent and defensible they need to be based on
2 e models.
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FAIR Model

Risk is a
measurement of
future loss from a
given scenario
derived from
probable frequency
and probable
magnitude of loss
events.

CYBER SECURITY
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FAIR: The Factor Analysis of
Information Risk Model

RISK

from a glven
scenario

Estimated probable frequency and
magnitude of future loss.

The probable frequency, within a given Loss Event Loss The probable magnitude of loss

82 ISACA €6©
Belgium Chapter

timeframe, that a threat agent will inflict
harm upon an asset.

#
Threat Event Frequency

The probable frequency, within
a given timeframe, that a
threat agent will act against an
asset (attempts).

%

Probability
of Action

Contact
Frequency

The probability that a
threat agent will act
against an asset once
contact occurs.

The probable frequency,
within a given timeframe,
that a threat agent will
come into contact with

an asset. Pod ton
perceived value, level of

Three types: regular, offort, and risk.

random, and intentional.

resulting from a loss event.

Frequency Magnitude

% $

Vulnerability Primary Loss

Primary losses are incurred
as a direct result of the loss
event itself, or from the
primary stakeholder's
reactions to the event.

The probabiiity that a
threat event will
become a loss event.

Also known as

‘Susceptibility”. Common primary forms of

loss: Productivity,
Replacement, Response

[} [}
. Resistance i

Strength

Threat
Capability

The probable level of The strength of a control
force that a threat as compared o a
agent is capable of baseline measure of

applying against an force.

“The information risk
realm doesn’t have a
baseline scale for force
that is well defined.

Leverage the ‘threat
capability continuum’
for measuring.
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Secondary Loss
Event Frequency

Estimate of the
percentage of time a
scenario is expected to
asset. have secondary effects.

AKA: ‘Secondary Risk’

(Use the 'Six Forms of Loss",)

$

Secondary Loss

Secondary losses are
incurred as a result of
the reactions of
secondary stakeholders
(outside parties) to the
loss event, causing
further loss to the
primary stakeholder.

% $
Secondary Loss
Magnitude

Represents the losses
that are expected to
materialize from
dealing with secondary
stakeholder reactions.
Common SLM:
Reputation, Response,
Competitive
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Focus on Loss Event Frequency

gy s whssgrer | Loss Event Our objective is to feed data into the LEF
side of the model with the ATT&CK matrix.

harm upon an asset. Freq uency

X

# %

Threat Event Frequency Vulnerability

1. Leverage the Real Data
bncome 310w e 2. Reduce the Guesswork

s 3. Increase Confidence
4. Dynamically Change Scenario Results

The probable frequency, within The probabifity that a
a given timeframe, that a
threat agent will act against an

asset (attempts).

- % i %
Contact Probability Threat Resistance

Frequency of Action Capability Strength

The probability that a The probable level of The strength of a control
threat agent will act force that a threat as compared to a
against an asset once agent is capable of baseline measure of
contact occurs. applying against an force.
assel.
PoA depends on *The information risk
perceived value, level of Leverage the ‘threat realm doesn’t have &

Three types: regular,
random, and intentional. CRpRBERY COntmssm baseline scale for force

The probable frequency,
within a given timeframe,
that a threat agent will
come into contact with
an asset.

for measuring. that Is well defined.
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Ingredients...

1. Leverage Threat-Informed Defense with ATT&CK Matrix
2. ATT&CK Components

3. Leverage Attack Flow

4. FAIR

9. Accurate Assumptions :)
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Appropriate
measures
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A community-driven
knowledgebase of

adversary TTPs ® 607 Techniques and Sub-Techniques
® 43 Mitigations

® 41 Detection Data Sources
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From TTPs to Mitigation and Detection

Adversary

Group Mitigation

Attributed To Accomplishes Prevents

(Sub-)

Campaign Technique

Implements

Software Data Source
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Example Technique

Mitigations
. . ] Mitigation Description
Technique: Bruteforce
MID36  Account Use Set account lockout policies after a certain number of failed login attempts te prevent passwords from being
(httDS'//attaCk mitre Orq/teChniqUeS/TlllO/) Palicies guessed. Tco strict a policy may create a denial of service and render un-usable, with all
- - - accounts used in the brute force being locked-out. Use conditional access policies to block logins from non-
compiiant devices or from outside defined arganization |P ranges. %
M1032  Multi-factor Use multi-factor authentication, Where possible, aiso enable multifactor authentication on externally facing
Authentication services
M1027  Password Rafer to NIST guidelines when creating password policies. !
Policies
MID18  User Account Proactively reset accounts that are known to be part of either y, or after
Management
Detection
1 9 T h re at ACtO r S D Data Source Data Component Detects
DS0015 Application Log = Application Log Monitor authentication logs for system and application login failures of Valid Accounts. If
. Content authentication failures are high, then there may be a brute force attempt to gain access to a
1 9 ‘ a' ' | p al g n S system using legitimate credentials.
DS0017 Command Command Monitor executed commands and arguments that may use brute force techniques to gain
Execution access to accounts when passwords are unknown or when password hashes are obtained.
DS0002 User Account User Account Monitor for many failed authentication attempts across various accounts that may result from
Authentication password spraying attempts. It is difficult to detect when hashes are cracked, since this is

generally done outside the scope of the target network.
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https://attack.mitre.org/techniques/T1110/
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Increasing the Cost for the Adversary

A *Tough!

- Tools  eChallenging

Network/ A
Host Artifacts -Annoylng
Domain Names. eSimple
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Leverage ATT&CK and Real Data in FAIR Model

LOSS EVENT FREQUENCY

Loss Ever Frequency s bang * Map your security findings
Iy and controls against ATT&CK
Techniques, Subtechniques,
Mitigations and Detections to
better understand your
Mot Liehr 90 Most ke 40% Resistance Strength and
poir prrmini A Probability of Action

» Use Attack Flow to
understand frequently used

PROBABILITY OF ACTION

You are estimating at the You are estimating at the You are estimating at tha You are estimating at the Te C h n | q u eS an d S u b -
Theeat Event Frequency level; Threat Event Frequency level; Vulnerability level; no estimate Vulnerability level: no estimate .
o estimate is needed here, no estimate is needed here. Is needed here. is nesded here. techr"q ues by Threat Grou pS

during a specific attack type
(method) to better understand
Threat Capability
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ATT&CK Techniques used by Wizard Spider Group

37 Documented Techniques

I i

Wizard Spider is a Russia-based financially motivated threat group originally known for the

creation and deployment of TrickBot since at least 2016. Wizard Spider possesses a diverse

arsenal of tools and has conducted ransomware campaigns against a variety of organizations,

ranging from major corporations to hospitals. 23]
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Leverage ATT&CK and Real Data in FAIR Model

1. Asset - PIl Data
2. Threat - Wizard Spider Group
3. Effect - Availability Impact

4. Method - Data Encrypted using Ransomware

Belgium Chapter
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Fortune-10 Healthcare Win

Risk
Min: $3.2
Most Likely: $4.6M
Max:$6.2M f A
Loss Event Frequency Loss Magnitude
Min: 9 Min: $1.6M
Most Likely: 12 o Most Likely: $3.4M
Max: 15 S=" Max: $5.3M
Threat Event Vulnerability Primary Loss Secondary Loss
Frequency )
Min: 26% Min: $1.1IM Min: Sqifl\lA .
Min: 400 e Most Likely: 60% =, Most Likely: $22M o Most Likely: 51.2M o
Most Likely: 65( °,. @ - Max:78% ' Max: $3.1IM $ Max: $2.2M =3
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Success Story )

Business Enablement:
Enabled business to continue securely
Board Engagement:

Effective Communication with the Board and the
business leadership

Cross Team Alignment:

Focused Execution towards common goal with
accurate context setting between Security and
Risk teams.

Risk Based Security:
Crown Jewels protection
Build encryption
Key management and enhanced DB security

CYBER SECURITY

. COALITION..
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Cost: $2.1M

Value:

Loss Exposure: Reduced from $8M to
$1.9M

Increased Data Protection: Secured
33M PHI records vs 5M PHI records
that were at risk

Increased Maturity: Enhanced Cyber
program maturity by securing all DBs
and implementing enhanced monitoring
and Access.

GR
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Conclusion
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Leveraging Cyber Risk Quantification for Robust
Cybersecurity Governance

e Choose your Framework wisely

e Structure the Cyber Security Function accordingly

e Move from Qualified Risk to Quantified Risk

e Align Threat modelling with Quantified Risk Analysis
o Implement Risk based mitigating measures

o Deliver Business aligned Decisions
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Manage the Cyber Risk

e FAIR

Loss

Loss Event

Frequency Magnitude

| |
Threat
Event Vulnerability
Frequency

Primary Secondary
Loss Risk

Secondary Secondary
Loss Event Loss
Frequency Magnitude

Contact Probability Threat

Frequency of Action Capability
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Email: robert.Kloots@trustmatters.eu
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