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CISO





1) Secure coding practices: To mitigate internal development risk, it is key to implement foundational principles that 
minimize vulnerabilities and integrate security into the development process, making the software resilient against 
potential threats. Ensure that all open-source components come from trusted sources and set guidelines for their 
use. Clear responsibility for software security needs to be established, with mechanisms for accountability in place to 
ensure developers follow secure coding practices.

2) Software bill of materials (SBOM): To enhance transparency and visibility, SBOMs provide a comprehensive list of 
all components used in software, ultimately helping an organization to identify potential security risks.

3) Continuous monitoring: It is key to regularly scan for vulnerabilities and keep all software components up to date. 
AI can be a helpful tool in doing so, used for proactive monitoring, identifying vulnerabilities, detecting threats early, 
and reducing time-to-market pressures that often compromise secure development practices.

4) Strengthened vendor management and risk assessment: Organizations must implement robust vendor 
management practices, conduct thorough risk assessments, and ensure that third-party providers adhere to strong 
security protocols. Regular auditing and proactive assessment and monitoring are key for mitigating potential risks. 
Limiting access to sensitive parts of the software supply chain can further help to reduce the risk of unauthorized 
access.

Source: https://www.weforum.org/stories/2025/01/software-supply-chains-cyber-resilience/



Disclaimer:

NIS2 compliance not guaranteed!





To make sure our policies are reasonable and appropriate, and are relating to the potential risk posed by a certain 
vendor, we divide them into 4 distinct categories:

• Tier 1 - Very high risk vendors: Problems have a serious impact and are difficult to manage, we must closely 
monitor that the necessary measures are implemented correctly.

• Tier 2 - High risk vendors: Problems have a significant impact but can be managed if the necessary measures 
are taken.

• Tier 3 - Medium risk vendors: Problems have a reasonable impact, but are well manageable.

• Tier 4 - Low risk vendors: Problems have a low impact and are well manageable.

Simply put, the supplier of printing paper does not have to adhere to the same rules as the vendor of our ERP 
system.



What is being implemented?

Criterium Weight

The project involves hardware that will be connected to the Port of Antwerp-Bruges network

Examples: a module used to manage building systems like heating, ventilation, lights, … or a module that is 

connected to the onboard PLC of a tugboat to monitor fuel usage.

8

The project involves the installation of software on a server within the network of Port of Antwerp-Bruges.

Examples: a web server in the Microsoft Azure cloud of Port of Antwerp-Bruges or a collaboration tool that’s 

installed on a virtual server in the Port of Antwerp-Bruges datacenter

4

The project involves the usage of software that is being hosted by a third party (SaaS).

Example: software that’s being used to manage personnel planning

2



What data is being processed?

Sensitive data (“confidential” or “limited distribution”)

Examples: information under NDA, data subject to a statutory retention period, security related information

4

Data with a high requirement on availability and integrity.

Examples: operational personnel planning, asset information, CCTV, footage, shipping planning

4

Personally identifiable information (PII, GDPR compliance)

Examples: simple data in large volumes (CRM), employee salaries, medical reports of accidents at work

4



For what process will the supplier provide a product or service?

Essential business process:

• Coordination of maritime traffic

• Control of bridges and locks

• Tugboat services

• Berth management

8

Important business process

Examples: calculation and payment of salaries and port dues, collaboration tools, asset management

4

Supporting business process: everything that’s not essential or important 2



How does the user population look like?

Size of the total user population (> 1000) 2

Both internal as well as external users 2



Tier Measures
Tier 1

> 27

- Non-Functional Requirements

- Cybersecurity policy for third party contractors (if applicable)

- Signed declaration for external access (if applicable)

- Security rating score (quantitatively managed)

- NIS2 compliant (ISO27001 certified or CyFun Important Verified)

o Extensive questionnaire (in case no certificate or no verified claim)

o Standard questionnaire (in case relevant certificate or verified claim can be presented)
Tier 2

> 17 < 27

- Non-Functional Requirements

- Cybersecurity policy for third party contractors (if applicable)

- Signed declaration for external access (if applicable)

- Security rating score (defined)

- Standard questionnaire
Tier 3

> 7 < 17

- Non-Functional Requirements

- Cybersecurity policy for third party contractors (if applicable)

- Signed declaration for external access (if applicable)

- Security rating score (managed)
Tier 4

< 7 

- Non-Functional Requirements

- Cybersecurity policy for third party contractors (if applicable)

- Signed declaration for external access (if applicable)



Our TPRM policy and all applicable measures are published on our website:

https://digitalspecs.portofantwerpbruges.com/non-functional-requirements/

During the evaluation process, we take into account:

• Whether the vendor can be considered as “unique” (= even if the vendor doesn’t comply with our policy, there 
is no way around him)

• Whether doing business with this vendor is prohibited by regulation or he has received negative advice (= the 
vendor is compliant with the policy, but we can’t / don’t want to do business with him)

https://digitalspecs.portofantwerpbruges.com/non-functional-requirements/
https://digitalspecs.portofantwerpbruges.com/non-functional-requirements/
https://digitalspecs.portofantwerpbruges.com/non-functional-requirements/
https://digitalspecs.portofantwerpbruges.com/non-functional-requirements/
https://digitalspecs.portofantwerpbruges.com/non-functional-requirements/


For the security rating scores and the processing of the questionnaires, we use Ceeyu:



We deliberately kept the questionnaires (relatively) short, so the burden on the vendors is manageable. The 
extensive questionnaire has 39 questions in total, aligned with the NIST CSF and CyFun frameworks:



Evaluation & 
classification

• Determining the 
right tier

• BZ, IT & PR 
responsible

• CR reviews & 
gives approval

Engagement

• SP needs to 
accept relevant 
measures 
according to tier

• SP (T1, T2) needs
to fill in 
questionnaire

• CR reviews 
questionnaire & 
gives approval

Remediation

• When SP does not 
meet the 
necessary 
requirements

• BZ, IT, PR and CR 
determine
remediation
timeframe & 
actions

• Contract will be
terminated when
SP does not
comply within
timeframe

Monitoring

• Security rating 
scores of T1, 2 
and 3 SP will be 
monitored during 
the course of the 
contract by CR

• When SP does not
comply anymore, 
remediation
process applies

BZ: Business

IT: Information Technology department

PR: Procurement department

CR: Cyber Resilience department

SP: supplier



• Large projects, where there is a main supplier and several subcontractors (ex. Construction projects). How to make 
sure that subcontractors also follow TPRM policy?

• Frame agreements of other government entities: PoAB does not write these tenders, so TPRM policy of the 
tendering entity applies (if there is one). How to make sure that purchases through these frame agreements comply 
with the TPRM policy of PoAB?

• There are different ways to buy digital products and services: purchases via creditcard, “purchasing orders” (< 
30K€), and frame agreements of other government entites. How do we make sure nothing escapes our attention?

• What to do with regular purchases, like smartphones, laptops, servers, … Going through the full TPRM policy for 
every purchase order is not feasible. Maybe whitelist certain vendors for a specific period of time?

• “Questionnaire fatigue” is a real thing among vendors. Some kind of standardized questionnaire could come in 
handy…

• We will start with embedding TPRM in new contracts starting from Q1 2025, but there is of course still the “  of 
yesterday”



In essence:

➢ The exception has to be provided to the Cyber Resilience 
Manager in writing, by a member of the Port Management 
Team

➢ The Cyber Resilience Manager assesses the risk of granting 
the exception

➢ If the Cyber Resilience Manager gives positive advice, the 
exception is granted and added to the exception register. If 
the advice is negative, the member of the Port Management 
Team can escalate to a member of the board of directors, 
who has the final say

➢ In all cases, the risk ownership is transferred to the 
requesting party, and he/she is responsible for taking 
appropriate risk mitigating measures 

➢ Exceptions can be rescinded  at any given time if the risk 
profile has changed significantly 
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