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Volume of cyber events

Leak of exposed
FortiGate firewall
configurations
targeting Belgian
organizations

Source: Mastercard Cyber Insights Data
Based on data for the time period Jan 1, 2025 — May 31, 2025

Discovery of data
breach from Belgian
State Security
Service (VSSE)

Pro-Russian
hacktivist denial of
service attacks on

Belgian government
websites

Week, 2025

Cyber attack on
Wallonia Regional
Government digital
services
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Transactions are
risk-assessed each year
across our network

1T

Data points analyzed by
Decision Intelligence Pro
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SCAMS an example domain of the convergence between
cybersecurity, fraud & risk management

ADVANCE FEE SCAMS .

The victim is scammed into paying a fee to
release a higher value payment in return.

ROMANCE SCAMS

The victim is scammed into paying funds to someone
they met online, after being manipulated and lured into
a false sense of security.

INVESTMENT SCAMS .

The victim is scammed into investing
in a fraudulent investment scheme. -
. PURCHASE SCAMS

The victim is scammed into paying for
non-existent goods.

IMPERSONATION SCAMS .

The victim is duped by fraudsters pretending
to be law enforcement or a bank security
department. The victim believes they are

. , . CEO/BUSINESS EMAIL COMPROMISE SCAMS
sending money to a 'safe account.

A fraudster gains access to a business email
account and then impersonates an executive (or
other person of authority), scamming an employee
into issuing a payment to an account they control.

INVOICE/MANDATE SCAMS .

The victim is duped into paying an
invoice of bill to a known 3rd party by
posing as the 3rd party in an email.

ard. Proprietary and Confidential

©2024 Masterc



Cross domain knowledge on Cyber & fraud gives new insights &
capabilities in the fight against cyber crime

Payment ecosystem security Cybersecurity beyond payments
mastercard
cybersecurity
Traditional financial services customers e.g. Customers not linked to transactions, any segment e.g.
Issuers Healthcare
Acquirers Differentiates through: Technology
Merchants trust & m ecosystem Manufacturing
[ data & scale
Processors security K/ Media
PSPs Energy & Utilities
Governments Aerospace & Defence
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Enabling access to differentiated cybersecurity services through our network and to the enterprise



A portfolio of cybersecurity capabilities to protect the digital ecosystem

NIST . mastercard . .
Cybersecurity cybersecurity Payment ecosystem security Cybersecurity beyond payments
Framework 2.0*
Third Party Third Party Cyber Risk
Sequ rity Segu rity Quantification
_ Ratings Ratings
Identif ~© Assess
ISK exposure Payment . Breach &
- ]
L T B systemioRisk | | - Bgorded
| Intelligence™* B Simulation
Mass fraud Cloud Web App
attack and AP
protection
Protect @ Protect
Detect i Payment . Cyber Crisis
Against attacks system Id:nt;ty Iheft Exercise
scanning [olechon Training
Respond
Py . Vendor Trust Advisory Advisory Vendor Trust
R TRy Organlze Exchange Services Services Exchange
ecover ~0~
Ecosystem trust
Govern
o
*NIST CSF 2.0 — Quick Start Guide ** New product launching later in 2025



https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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Emerging Al
Threats

Al is enabling faster
phishing,
impersonation, and
malware creation.

Deepfake
technologies used in
targeted social
engineering attacks.

Al automates
vulnerability
scanning in critical
infrastructure.

Impact Across
Europe

Public and financial
sectors face
increasing Al-driven
attacks.

Regulatory pressure
is mounting through
NIS2, DORA, and the
EU Al Act—
demanding
adaptive, Al-aware
defenses.

<

Key Takeaways

Al is a threat
amplifier in the
wrong hands.

Organizations must
evolve faster to
outpace
adversaries.

Staying ahead
requires
investment in Al-
driven defense as
well.
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The 4 most targeted industries in Belgium are Technology, Public Sector, Industrial &
Financial Services, impacted together by 68% of national cyber events

Belgium All Industries

5%

Total # of cyber
events: 2,317

11%

Jan 1, 2024 - May 31, 2024

I Technology M Public [l Industrial [ Financial Healthcare

Source: Mastercard Cyber Insights Data

8 Based on data for the time period Jan 1, 2025 — May 31, 2025 vs. Jan 1, 2024 - May 21,2024

YoY Change in Most
Targeted Industries

4 3% increase in
Technology Sector

Total # of cyber 4 13% increase in the
events: 3,626 Public Sector

4 11% increase in the
Industrial Sector

3% decrease in the
Financial Sector

Jan 1, 2025 - May 31, 2025

I Services Education Media [l Consumer I Research [l Other
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In Belgium, most cyber events originate from politically and/or ideologically-motivated
actors leveraging malware and social engineering to target information assets

Cyber events targeting Belgium Most popular Assets, Actors and TTP
Attackers Attack Methods Assets
#total: 3,307 attributed to an attacker #total: 3,531 attributed to a TTP

¥

/3%

of events targeting
information assets

including IP

of events were

attributed to politically-
motivated attackers

I Cyber Warrior I Malware
I State Sponsored I Email Phishing
M Organized Crime Bl Reconnaissance  pusocrars
I Black Hat I Ransomware
Hacktivist Persistence
I Other I Other 66% QI
TTP

I intellectual Property
I Personal Information
Business Assets I Business Information 640/ g—ﬁﬂ
#total: 3,358 targeting Bl Business Systems o &=L

specific organization or end )
customer assets Physical Assets
I Other
Source: Mastercard Cyber Insights Data

9 Based on data for the time period Jan 1, 2025 — May 31, 2025

8%

of events were

attributed to social
engineering and/or

malware
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Transportation have the highest overall score (8.3/10), while Colleges & Universities
share the lowest score (6.9) with Utilities. Application Security is the main domain to
improve followed by System Hosting

Assessment for each Cyber Security Domain Industries' averages
Overall score (out of 10)

Software Patching 5

. ) £ uniumies ‘ 6.9
Application Security ‘
Web Encryption
Network Filtering

% TRANSPORTATION ‘ ) 8.3

PUBLIC SECTOR ‘ y /7.5

Breach Events

System Reputation

2E

Email Security

DNS Security GELD
G

System Hosting |o_— o' COLLEGES & 6 9
UNIVERSITIES .
Risk Recon Score 5 10
|-
»
‘ Public Sector average Transportation average Utilities average Colleges & Universities average
10 Source: Mastercard Risk Recon data in May 2023. Risk Recon allows companies to evaluate the level of security of their internet-facing assets; cyber security domains shown above are a selection. ’
Four industries analyzed based on Public Institutions selected for the report
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CISOs receive vast Prioritize intel by business-

threat feeds—but lack critical risk. Align intel with IR The value of intel lies in its
clear prioritization. playbooks and control gaps. ability to reduce risk—not just
Intelligence must be Communicate risk in business “ report it.

translated into real
business impact.

terms to drive decision.

Cyber resilience comes from turning intelligence into orchestrated,
measurable defense—across people, processes, and technology.
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