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Pentesting/ethical hacking,
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« Research on static analysis for .NET apps
* Enjoying Rust!
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Modern Application Architecture

XKCD 2347
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Risks in 3" party NuGet Packages
OpenSFF Scorecard

Measure, New & Improved
Conclusion - Q&A
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State of Software Security v11

”Despite this dynamic landscape,
79 percent of the time, developers
never update third-party libraries after

including them in a codebase.” Open Source

[ ] [ ]
Edition
J The Life and Times of

79%

VERACODE
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State of Log4j - 2 years later

e Analysed our data August-November 2023
*Total set of almost 39K unique applications scanned
¢2.8% run version vulnerable to Log4Shell
¢ 3.8% run version patched but vulnerable to other CVE
¢ 32% rely on a version that’s end-of-life and have no
support for any patches.
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Average codebase composition

Here are the keys
to the castle.
Make copies and
pass them down to
__~ your dependencies.
&«—— your code

dependencies
(maybe your code,
maybe someone else's)

= CYBER SECURITY
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Malicious Assembly

Let's take a
peek at that
file system...

<——malicious
module
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Malicious Package

\fl E Malicious NPM package uses Ur X +

v.bleepingcomputer.com/news/security/n B aa

Malicious NPM package uses Unicode steganography to evade
detection

By Bill Toulas May 15, 2025 09:31 AM

A malicious package in the Node Package Manager index uses invisible Unicode characters to hide
malicious code and Google Calendar links to host the URL for the command-and-control location.

The package, named os-info-checker-es6, appears as an information utility and has been downloaded
more than 1,000 times since the beginning of the month.

Researchers at Veracode, a code security assessment company, found that the first version of the
package was added to the Node Package Manager (NPM) index on March 19 and was benign, as it only
collected operating system information from the host.

The author added modifications a few days later to include platform-specific binaries and obfuscated
install scripts.

On May 7, a new version of the package was published, which featured code for "a sophisticated C2
(command-and-control) mechanism" that delivers the final payload.

El E Dozens of malicious packages ¢ X -+

C O B www.bleepingcomputer.com/news/security/d 5]

Dozens of malicious packages on NPM collect host and network
data

By Bill Toulas May 23, 2025 01:37 PM 0

60 packages have been discovered in the NPM index that attempt to collect sensitive host and network
data and send it to a Discord webhook controlled by the threat actor.

According to Socket’s Threat Research team, the packages were uploaded to the NPM repository starting
May 12 from three publisher accounts.

Each of the malicious packages contains a post-install script that automatically executes during ‘npm
install’ and collects the following information:

¢ Hostname

e Internal IP address

¢ User home directory

o Current working directory

e Username

g S TR o " T
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Hypocrite Commits

How a university got itself bann X +

O 8 https://www.theverge.com/2021/4/30/22410164/linux-kernel-university-of-minnesota-banned-open-source B &

TECH

How a university
got itself banned
from the Linux
kernel

The University of Minnesota’s path to
banishment was long, turbulent, and full of
emotion

CYBER SECURITY
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XZ Backdoor

00 El @ Backdoor found in widely used | X +

<« > C O B8 =W https://arstechnica.com/security/2024/03/backdoor-found-in-widely E 8a ¥

|

Backdoor found in widely used
Linux utility targets encrypted SSH
connections

Malicious code planted in xz Utils has been circulating for more than a month.

DAN GOODIN - 3/29/2024, 7:50 PM
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Vulnerable Package

Heeelllllo there!
Could you give

me a hand?
attacker

l

Sure, stranger!
Just tell me
what you need
me to do!

" CYBER SECURITY
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Vulnerabilities in Libraries

El Q Microsoft Security Advisory CVE X —+

C O 8 github.com/dotnet/announcements/issues/356

= O dotnet / announcements Q Type (/) to search

<> Code (O Issues 323 I Pullrequests (O Security [~ Insights

Microsoft Security Advisory CVE-2025-26646: .NET Spoofing Newissue | ()
Vulnerability #356

(© Open

(a rbhanda opened 3 weeks ago - edited by rbhanda Edits ~ e Assignees
: No one assigned

Microsoft Security Advisory CVE-2025-26646: .NET
Spoofing Vulnerability

Labels

Security

Executive summary Type

No type
Microsoft is releasing this security advisory to provide information about a vulnerability in .NET 9.0.xxx and
.NET 8.0.xxx SDK. This advisory also provides guidance on what developers can do to update their
applications to address this vulnerability.

Projects

No proiects

CYBER SECURITY
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DotNet CLI

nelson@ghost-m2:~[research/consoleapp

nelson@ghost-m2 ~/resea $ dotnet list package --vulnerable --include-transitive

The following sources were used:
https://f.feedz.i0/fennec/docgenerator/nuget/index. json

https://api.nuget.org/v3/index.json

Project “consoleapp™ has the following vulnerable packages

[het8.0]:
Transitive Package Resolved Severity Advisory URL
> Newtonsoft.Json 9.0.1 High https://github.com/advisories/GHSA-5crp-9r3c-p9vr

nelson@ghost-m2 ~/r

s CYBER SECURITY
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NPM Audit

=== npm audit security report ===

Il npm install chokidar@2.0.3 ERaEE-EIIA-NN RV TN -1kl A Y

SEMVER WARNING: Recommended action is a potentially breaking change

https://nodesecurity.io/advisories/612

" CYBER SECURITY
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Do you know what's inside?

[ X N J =] AL Third-party code comes with sc X+

&~ @ O E] https://www.reversinglabs.com/blog/third-party-code-comes-with-some

2|8 AEVERSINGLABS

ReversinglLabs Blog

Threat Research | July 7, 2021

Third-party code comes with some
baggage

Recognizing risks introduced by statically linked third-party
libraries

2% BLOG AUTHOR
B/  Karlo Zanki, Reverse Engineer at ReversingLabs. rReap MoRre.
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Nutrion Label for Software?
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OpenSSF (OSSF) Scorecard

OpenSSF Scorecard x4

QO B securityscorecards.dev

Build better security habits,
one test at atime

Quickly assess open source projects for risky practices

Critical Branch-Protection Branch protection is not maximal
Low CI-Tests No pull request found
Low CII-Best-Practices No badge found
High Code-Review Branch protection is enabled
Low Contributors No contributors found

High Dangerous-Workflow Worflow is safe

High Dependency-Update-Tool No update tool found

CYBER SECURITY
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OSSF Scorecard

OpenSSF Scorecard X 4+

O 8 securityscorecards.dev

What is OpenSSF Scorecard?

Run the checks Scorecard assesses open source projects for security risks through a series of
Using the GitHub Action automated checks.
Using the CLI
It was created by OSS developers to help improve the health of critical projects that the community
Learn more depends on.
The problem

You can use it to proactively assess and make informed decisions about accepting security risks within
What is OpenSSF Scorecard? . . B
your codebase. You can also use the tool to evaluate other projects and dependencies, and work with

LojiReoe maintainers to improve codebases you might want to integrate.
The checks

Use cases Scorecard helps you enforce best practices that can guard against:

About the project name

Part of the 0SS community

e, )

Malicious maintainers Build system compromises
Source code compromises Malicious packages

CYBER SECURITY
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OSSF Scorecard Scoring

eTotal =3(CheckScore x RiskWeight) / 2(RiskWeight)
eSeverity Level = RiskWeight

= CYBER SECURITY

COALITION.. % @niels.fennec.dev @ @nielstanis



Code Vulnerabilities

* Does the project have unfixed vulnerabilities?
Uses the OSV service.

3 | O Nuet-0sv

GHSA-hrww-x3fg-xcvh

GHSA-77gj-crhp-3gvx

GHSA-7qrv-8f9x-3h32

CYBER SECURITY

 COALITION..

Packages Summary Published Attributes

NuGet/Umbraco.Cms Umbraco CMS Improper Access Control vulnerability 20 Aug Fix available

Severity - 6.3 (Medium)

Information
Severity - 5.3 (Medium)

NuGet/Umbraco.Cms.Api.Management Umbraco CMS vulnerable to Generation of Error Message Containing Sensitive Fix available

NuGet/Microsoft.AspNetCore.App.Runtime.win- Microsoft Security Advisory CVE-2024-38168 | .NET Denial of Service Vulnerability Fix available

arm
NuGet/Microsoft.AspNetCore.App.Runtime.win- Severity - 8.7 (High)

armé4
NuGet/Microsoft.AspNetCore.App.Runtime.win-
x64
NuGet/Microsoft.AspNetCore.App.Runtime.win-
x86

% @niels.fennec.dev @ @nielstanis



Maintenance

Dependency-Update-Tool

e Does the project use a dependency update tool?
For example Dependabot or Renovate bot?

e Out-of-date dependencies make a project vulnerable
to known flaws and prone to attacks.

= CYBER SECURITY
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Maintenance

Security Policy (Medium)

e Does project have published security policy?
oE.g. afile named SECURITY.md (case-insensitive)ina

few well-known directories.

e A security policy can give users information about
what constitutes a vulnerability and how to report one
securely so that information about a bug is not publicly
visible.

= CYBER SECURITY
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Maintenance

License (Low)

e Does project have license published?

e A license can give users information about how the
source code may or may not be used.

e The |lack of a license will impede any kind of security
review or audit and creates a legal risk for potential
users.

= CYBER SECURITY

COALITION.. % @niels.fennec.dev @ @nielstanis



Maintenance

Cll Best Practices (Low)

e OpenSSF Best Practices Badge Program
e \Way for Open Source Software projects
to show that they follow best practices.

e Projects can voluntarily self-certify,
at no cost, by using this web application
to explain how they follow each best
practice.

)

= CYBER SECURITY
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Continuous testing

Cl Tests (Low)

e Does the project run tests before pull requests are
merged?

e The check works by looking for a set of Cl-system
names in GitHub CheckRuns and Statuses among the
recent commits (~30).

= CYBER SECURITY
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Continuous testing

Fuzzing (Medium)

e This check tries to determine if the project uses
fuzzing by checking:
*Added to OSS-Fuzz project.
o|f ClusterFuzzLite is deployed in the repository
| anguage based property testers

= CYBER SECURITY
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https://github.com/google/oss-fuzz
https://google.github.io/clusterfuzzlite/

Continuous testing

Static Code Analysis (Medium)

e This check tries to determine if the project uses Static
Application Security Testing (SAST), also known as static code
analysis. It is currently limited to repositories hosted on
GitHub.

*CodeQL
«SonarCloud
*Qodana

= CYBER SECURITY
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Source Risk Assesement

Binary Artifacts ( )

e This check determines whether the project has
generated executable (binary) artifacts in the source
repository.

eBinary artifacts cannot be reviewed, allowing possible
obsolete or maliciously subverted executables.

e There is need for reproducible builds!

= CYBER SECURITY
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Source Risk Assesement

Branch Protection ( )

e This check determines whether a project's default and
release branches are protected with GitHub's branch
protection or repository rules settings.

*Requiring code review
*Prevent force push, in case of public branch all is lost!

= CYBER SECURITY
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Source Risk Assesement

Dangerous Workflow (

e This check determines whether the project's GitHub
Action workflows has dangerous code patterns.

*Untrusted Code Checkout with certain triggers
Script Injection with Untrusted Context Variables

e https://securitylab.github.com/research/github-
actions-preventing-pwn-requests/

= CYBER SECURITY
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https://securitylab.github.com/research/github-actions-preventing-pwn-requests/
https://securitylab.github.com/research/github-actions-preventing-pwn-requests/

Source Risk Assesement

Code Review (Low)

e This check determines whether the project requires
human code review before pull requests are merged.

e The check determines whether the most recent
changes (over the last ~30 commits) have an approval
on GitHub and merger!=committer (implicit review)

= CYBER SECURITY
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Source Risk Assesement

Contributors (Low)

e This check tries to determine if the project has recent
contributors from multiple organizations (e.g.,
companies).

eRelying on single contributor is arisk for sure!

eBut is a large list of contributors good?

= CYBER SECURITY
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Source Risk Assesement

Contributors (Low
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Build Risk Assesement

Pinned Dependencies (

e Does the project pin dependencies used during its
build and release process.

e |f Workflow is present what about the Actions used?

= CYBER SECURITY
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Build Risk Assesement

Token Permission ( )

e This check determines whether the project's
automated workflows tokens follow the principle of
least privilege.

e This is important because attackers may use a
compromised token with write access to, for example,
push malicious code into the project.

= CYBER SECURITY
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Build Risk Assesement

Packaging (Medium)

e This check tries to determine if the project is
published as a package.

e Packages give users of a project an easy way to
download, install, update, and uninstall the software by
a package manager.

= CYBER SECURITY
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Build Risk Assessment

Signed Releases ( )

e This check tries to determine if the project
cryptographically signs release artifacts.

*Signed release packages
Signed build provenance

= CYBER SECURITY
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Demo OpenSSF Scorecard
Fennec CLI

Running checks

.................
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Scorecard Viewer

(53 £ OpenSSF scorecard report x| +

6.4

10

QO & securityscorecards.dev/viewer/?uri=github.com%2Ffacebook%2Freact  133%

OpenSSF Scorecard Report

@® github.com/facebook/react

API URL: https://api.scorecard.dev/projects/github.com/facebook/react

COMMIT: 5717f1933f2e8b10406fde1043c3047cbfbddc82

GENERATED AT: 2025-05-26

SCORECARD VERSION: v5.1.1-56-9417363bc SORT: Risk level (desc) v

Dangerous-Workflow

Determines if the project's GitHub Action workflows avoid dangerous patterns.

Vulnerabilities [EISH

Determines if the project has open, known unfixed vulnerabilities.

CYBER SECURITY
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Scorecard Monitor

o000 5 ossf/scorecard-monitor: Simplift X =+

« > C O 8 github.com/ossf/scorecard-monitor?tab=readme-ov-file B 1o%

[0 README @ Code of conduct &[5 Apache-2.0 license &[5 Security 7 =

OpenSSF Scorecard Monitor

Simplify OpenSSF Scorecard tracking in your organization with automated
markdown and JSON reports, plus optional GitHub issue alerts.

This project is part of OpenSS orecard. Read the annour nt for more details.

@ About

If you're feeling overwhelmed by an avalanche of scorecards across your
organizations, you can breathe easy: automation is here to make your life easier!
Scorecard Monitor streamlines the process of keeping track of them all by providing
a comprehensive report in Markdown and a local database in JSON with all the
scores. To stay on top of any changes in the scores, you can also choose to get
notifications through Github Issues.

B2 Dacitivanmaania

CYBER SECURITY
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Measure?

= CYBER SECURITY
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OpenSSF Annual Report 2024

OpenSSF Scorecard: Released v5.0.0, featuring
Structured Results and Maintainer

110,

n\‘, v . . « s
- Annotations. This expands the existing 18
(/') p g

checks into 47 probes providing enhanced
granularity and customization.
@ Boasts 7.6k installs of scorecard-action
) k and 3.4k repositories displaying OpenSSF
W  Scorecard badges in their READMES.

¢

&

!. I]pgnSSF

= CYBER SECURITY
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SOSS & OpenSSF Scorecard

VERACODE 2024

State of
Software
Security

Addressing the
Threat of Security Debt

= CYBER SECURITY
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SOSS & OpenSSF Scorecard

Open-source libraries
scored by OpenSSF

Open-source libraries
detected.imapplications
through SCA scans

CYBER SECURITY
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Correlation between SOSS

40% L
? Open source libraries not observed
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)
© 30%
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2
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c
Q
t
& 10%

B i 0 0 _

0 1 2 3 4 5 6 7 8 9 10

OpenSSF Scorecard Score (per Open Source Software (OSS) Library)

" CYBER SECURITY

... COALITION.. % @niels.fennec.dev @ @nielstanis



Github commits vs OpenSSF

Repositories with more contributors > Active Repositories generally have
v 1000 generally have better OpenSSF scores 0O 1000 better OpenSSF scores
5 2
E g
'S 100 = 100
c (]
S £
© 10 3} 10
B o
= =
1 o 1
2 3 4 5 6 7 8 2 3 4 5 6 7 8
5 Repositories with code evenly spread =2 Repositories with recent activity
Fry from more contributors generally E generally have better OpenSSF scores
% 4 have better OpenSSF scores 5§ 1000
Q O
[a) 3 @
= © 100
3]
2 2 2
£ » 10
o 1 2
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What really contributes to 0SS
Security?

Code-Review: Performed regularly

acts: No binaries found in the repo

Signed-Releases: All artifacts signed

Maintained: Project is archived

= CYBER SECURITY
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What's next? w




What can be improved?

eBetter support for recognizing fuzzing including the
managed languages like Java/.NET

eBetter support for SAST tools & working with the
results.

e Reproducible builds
e\What's the library using?

= CYBER SECURITY
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Reproducible Builds

o 5 Reproducible Builds — a setof < X+
<« (¢] O 8 reproducible-builds.org

o:‘:o Efm’g‘g“"ib'e News Docs Successstories Tools Whoisinvolved? Talks Events Cltests Contribute
5

¢*2_ Reproducible
¢’ Builds

Reproducible builds are a set of software development practices that create an
independently-verifiable path from source to binary code. (Find out more)

Why Reproducible Builds Matter

In short: Reproducible Builds provide certainty that software is genuine and has not been tampered with.

CYBER SECURITY
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Application Inspector

Microsoft Application Inspector 1.9.: X +

O file:///Users/nelson/github/ogtane.framework/output.html# 120%  ¥¥

= App'ication |nspector Overview Summary Key Features About

Report Summary

Project Project Info
Info Analyzed Files Results
Metadata Analyzed Skipped Unique Matches
Repeats

All Tags
Tag
Counters

Languages

csharp html

javascript json

Package.appxmanifest
plaintext

powershell

" CYBER SECURITY
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Application Inspector

Microsoft Application Inspector 1.9.: X +

O file:///Users/nelson/github/ogtane.framework/output.html# B 120% <%

= Application Inspector Overview Summary Key Features About

Application Features

View key characteristics organized by Feature Groups. Click any active icon below or expand a feature group to
view additional details. A disabled icon indicates a 'not found' status. Click a Rule name on the right to view where
a specific feature was found in code. The full set of identified features can be found under the Summary menu. To
see all occurences of each feature, choose a different report format and use the -d option.

Feature Groups Associated

+ Select Features :0 -.ﬂ P t& E;g > Rules

-+ Cloud Services n ! Name (click rule to view
source excerpt)

+ Cookie Attributes " E @ ::f:t: Select feature on

+ Databases B 5 =1 B

-+ Development [—] [oev| Q
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Application Inspector

Microsoft Application Inspector 1.9.: X +

O file:///Users/nelson/githubjogtane.framework/output.html# B 120% <%

Application Features

View key characteristics organized by Feature Groups. Click any active icon below or expand a feature group to
view additional details. A disabled icon indicates a 'not found' status. Click a Rule name on the right to view where
a specific feature was found in code. The full set of identified features can be found under the Summary menu. To
see all occurences of each feature, choose a different report format and use the -d option.

Feature Groups Associated
— Select Features Feature Confidence Details RUIes
:o Authentication —“ View Name (click rule to view
-.a Authorization * View source excerpt)
P cryptography 2 View 0S: Dynamic Execution
!:,h Object deserialization ‘. View
[g AV media parsing ‘ View
@ Dynamic command execution A View
Al
-+ Cloud Services n !
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Application Inspector

Microsoft Application Inspector 195X+

O file:///Users/nelson/github/oqtane.framework/output.html# B 120%

Source File Listing

. /UYLANEe. UdldDAse. IVIYOWIL/ IVIYOWL UdLADdsSEe.CS
. /Ogtane.Database.MySQL/MySQL Database.cs
. /Ogtane.Database.MySQL/MySQL Database.cs
. /Ogtane.Database.MySQL/MySQLDatabase.cs
. /Ogtane.Database.MySQL/MySQLDatabase.cs
. /Ogtane.Server/Infrastructure/InstallationManager.cs

RedirectStandardOutput = false
RedirectStandardError = false

process.Start();
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Community Review

ﬂ Introduction - Cargo Vet X —+

O 8 n /mozilla.github.io,

1.1. Motivation

1.2. How it Works ca rgo Vet

2. Tutorial

2.1. Installation The cargo vet subcommand is a tool to help projects ensure that third-party Rust dependencies

2.2. Setup have been audited by a trusted entity. It strives to be lightweight and easy to integrate.

2.3. Audit Criteria When run, cargo vet matches all of a project's third-party dependencies against a set of audits
2.4. Importing Audits performed by the project authors or entities they trust. If there are any gaps, the tool provides

2.5. Recording Audits mechanical assistance in performing and documenting the audit.

2.6. Performing Audits The primary reason that people do not ordinarily audit open-source dependencies is that it is too
2.7. Trusting Publishers much work. There are a few key ways that cargo vet aims to reduce developer effort to a

2.8. Specifying Policies TR A e

2.9. Multiple Repositories « Sharing: Public crates are often used by many projects. These projects can share their findings
2.10. Configuring CI with each other to avoid duplicating work.

2.11. Curating Your Audit Set « Relative Audits: Different versions of the same crate are often quite similar to each other.
3. Reference Developers can inspect the difference between two versions, and record that if the first version

3.1. Configuration was vetted, the second can be considered vetted as well.

3.2. Audit Entries » Deferred Audits: It is not always practical to achieve full coverage. Dependencies can be
3.3. Wildcard Audit Entries added to a list of exceptions which can be ratcheted down over time. This makes it trivial to
introduce cargo vet to a new project and guard against future vulnerabilities while vetting the

N
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OSSF Secure Supply Chain

Consumption Framework Project

e The Secure Supply Chain Consumption
Framework (S2C2F) is a security assurance and
risk reduction process that is
focused on securing how

developers consume G
open source software.
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OSSF Secure Supply Chain

Consumption Framework Project

core goals of the
concepts framework

— Strong OSS
Ii_-TA Governance

Program

E/,'f Scale

Prevent
consumption of
malicious OSS

Continuous

/{; process

improvment

Improve
MTTR for OSS
vulnerablities

Control all
artifact inputs
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OSSF Secure Supply Chain

Consumption Framework Project

Fix +

Upstream

8 Practices

=3

ik

Enforce

" CYBER SECURITY

... COALITION..

e Level 1 - Implements foundational OSS security practices
including package caching, inventory management,
vulnerability scanning, and regular updates.

» Level 2 - Focuses on automated, rapid response capabilities to
patch OSS vulnerabilities faster than attackers can exploit
them, with improved configuration security and incident
response.

« Level 3 - Proactively analyses the most-used OSS components
for undiscovered vulnerabilities and implements malware
scanning to prevent consumption of malicious packages.

« Level 4 - Rebuilds OSS components on trusted internal
infrastructure to defend against sophisticated build-time supply
chain attacks, though this approach is difficult to implement at
scale.
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Conclusion

eScorecard helps security reviewing a
3rd Party Package

e Better understand what's inside, how it’s
build/maintained and what are the risks

eScorecard should not be a goal on its own!
¢ |n what way can you use scorecard data?
e| ook into frameworks like S2C2F to help out !

= CYBER SECURITY

COALITION.. % @niels.fennec.dev @ @nielstanis



Merci! Bedankt! Thanks!

ehttps://github.com/nielstanis/cyberseccoalition25/
entanis at Veracode.com
e @nielstanis@infosec.exchange

ehttps://www.fennec.dev
https://blog.fennec.dev
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