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Secure by design, based on risk analysis

Released without known, exploitable vulnerabilities

Adhering to high-level Technical Requirements

Patchable

Vulnerability handling

→



Integrity

?



Integrity

?

→





→









● NIST SSDF (Co-op with NIST)

● OpenCRE → opencre.org 

● ISO 27002:2022

● BSIMM13 & 14

● IEC62443-4-1

● EU Cyber Resilience Act

● Microsoft SDL

● NIST CSF

● NIST SP800-53 rev 5

● ?



Secure by design, based on risk analysis

Vulnerability handling

Released without known, exploitable vulnerabilities

Adhering to high-level Technical Requirements

Patchable



Secure by design, based on risk analysis



Released without known, exploitable vulnerabilities

Adhering to high-level Technical Requirements

Patchable



Vulnerability handling



Do you classify applications according to business risk based on a simple and predefined set of questions?

An agreed-upon risk classification exists Yes A clear and simple risk classification system is in place, at 

minimum aligning with CRA product classification categories. 

All products are classified, including existing and legacy 

applications.

The application team understands the risk classification Yes Application risk classification is part of security training, 

explaining both the classification scheme and the implications 

for products.

The risk classification covers critical aspects of business 

risks the organization is facing

Yes Non-compliancies to CRA obligations are classified as business 

risks.

The organization has an inventory for the applications in 

scope

Yes The inventory is centrally documented (see L2 requirements), 

linked to context defined in G-SM-A and requirements defines in 

G-PC-B
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→ https://owaspsamm.org/blog/2025/02/09/owasp-samm-skills-framework















Community

Mappings

How To’s and Guidance

Toolbox

CORE

https://owaspsamm.org/stream-guidance/
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“You get 
what you measure”

- Richard Hamming
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Activity Current Target Gap Percent to 

target

I-SB-A-1 0.75 1.00 0.25 75%

I-SB-A-2 0.00 0.75 0.75 0%

I-SB-A-3 0.00 0.00 0.00 100%

I-SB-B-1 1.00 0.75 0.00* 100%

I-SB-B-2 0.25 0.75 0.50 33%

I-SB-B-3 0.00 0.00 0.00 100%
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https://www.meetup.com/owasp-samm
https://www.meetup.com/owasp-samm
https://www.meetup.com/owasp-samm
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