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The shift from legislation focusing 

on targeted privacy intrusive 

measures to legislation targeting 

everyone’s data 

By moving from laws allowing targeted 
investigative measures to laws introducing 
regimes of mass data retention and data 
scanning, we are treating every citizen as a 
potential suspect, but this is the price we must 
pay for maintaining security in the digital age. 



End-to-end encryption

By making encrypted communication
untouchable, we are creating digital
safe havens for criminals — it’s time to
accept that privacy should not
outweigh collective security.



AI and the future

The rise of AI-driven policing and
predictive algorithms risks turning
citizens into data points rather than
individuals — and as technology
evolves, we may soon face challenges
that make today’s debates over
encryption and data retention seem
minor.



Any questions ? 



Panel: AI – a new frontier in cybercrime

Moderator: 
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Delhaise
UNamur
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Any questions ? 



Panel: Hack the right path: Turning risk 
into responsibility

Moderator: 
Peter
Peereboom
Public Prosecutor’s 
Office Antwerp

Veerle Peeters
CybHERStrong

Niels Hofmans
Cresco



Any questions ? 



Coffee break

See you back 
at 4:10 PM !



Panel: Building trust across borders and 
sectors in cyber investigations

Moderator: 
Mona Giacometti
ULB

Vanessa Franssen
University Liège

Lorelien Hoet
Microsoft



The biggest obstacle to cross-

border digital evidence 

collection in the EU is not the 

technology but a deep trust 

deficit among law enforcement 

authorities and the private 

sector. 



Trust in cyber 

investigations

 Trust 

 Threat landscape 

 Proactive approach 

 Public-private co-operation

 Balancing security and fundamental rights

 How we work with LEA





Adversaries are 

targeting data

Most attacks are 

for money (only 4% 

were exclusively 

espionage)​

Research and 

Academia are more 

targeted than ever​

Adversaries are 

using AI to scale and 

tailor operations​

Key trends





Thank You



Public private co-operation



LEA : Balancing security and fundamental rights

• Microsoft does not provide any government with direct or unfettered access to 
customer data.

• Microsoft discloses customer data only when legally compelled to do so.

• Local compulsory process is required to request non-content data. A warrant is 
required for content data, typically issued through mutual legal assistance 
channels with Ireland or the United States when sought by foreign law 
enforcement.

• Microsoft reviews every legal demand to ensure it is valid and complies with 
appliable laws.

• Microsoft does not provide any government with our encryption keys or the 
ability to break our encryption.



Period H2 2024

Requests WW 28.120

of which 173 about enterprise customers

Requests US 5.560 

of which 0 requests about EU enterprise customers 

Requests DE 5.296

Requests BE 331

Requests NL 165



Building Trust Across Borders in Cyber 
Investigations – A Legal Perspective 
(Part I)

Prof. Vanessa Franssen

25 Years of Cyber Justice

Conference organised by Cyber Security Coalition & IGO-IFJ

Brussels, 27 November 2025



Trust-enhancing elements in legal 
framework on e-evidence gathering 

Trust

Dialogue 
SPs and 

LEAs

Adequate 
safeguards

Clear & 
common 

procedures



Trust-enhancing elements in EU legal 
framework on e-evidence gathering (1) 

• Cross-border gathering

• MLA -> EIO Directive -> e-Evidence Regulation
• International cooperation (states)

• Mutual recognition, judicial cooperation (judicial 
authorities)

• Direct cooperation (judicial authority-service provider)

Big 

leap(s)!



Trust-enhancing elements in EU legal 
framework on e-evidence gathering (2) 

• E-Evidence Regulation – mechanism

Judicial 

authority 

MS1

order
Service 

provider 

in MS2

Role judicial 

authority 

MS2

Role judicial authority 

MS of suspect?



Trust-enhancing elements in EU legal 
framework on e-evidence gathering (3) 

• E-Evidence Regulation and building trust?
• Common EU-wide legal framework for preservation and production of data
• Definition data categories
• Data localisation no longer determining
• Minimum rules on safeguards (e.g. judicial authorization, notification…)
• Clear addressee (legal representative, data controller)
• Common forms (certificates)
• Decentralised IT system, ensuring 

• Authentication
• Confidentiality
• Secure connection and transmission of data
• 24/7 access

• Room for (some) dialogue between service providers and LEAs 
• Conflicts of law (proof of the pudding…?)
• Gaps?

Comm. Implementing 

Reg. (EU) 2025/1550



Data sovereignty is impossible 

to conciliate with the 

effectiveness of criminal 

investigations. 



Technology is a key factor in 

ensuring the authenticity and 

admissibility of evidence in 

court. 



Building Trust Across Borders in Cyber 
Investigations – A Legal Perspective 
(Part II)

Prof. Vanessa Franssen

25 Years of Cyber Justice

Conference organised by Cyber Security Coalition & IGO-IFJ

Brussels, 27 November 2025



Ensuring authenticity and reliability of 
cross-border evidence
• EIO

• Eg EncroChat
• CJEU, 30 April 2024, C-670/22, M.N. 
• ECtHR, 17 October 2024, A.L. et E.J. v. France

• E-Evidence Regulation
• Decentralised IT system = key 

• Authentication
• Cyber security

• Yet, once data produced to issuing authority, national law 
applies



Link with admissibility of evidence? (1)

• National law
• Art. 32 PTCPP: admissibility of evidence – exclusionary rules

• 2nd criterion: reliability of the evidence
• 3rd criterion: right to a fair trial

• EU law
• No common rules (yet) 

• Despite legal basis in TFEU! – Art. 82(2)a)
• Despite academic research!

• Case law CJEU
• In relation to data retention
• What to do with evidence if retained/obtained in violation of EU law?



Link with admissibility of evidence? (2)

• EU law
• Case law CJEU (cont’d)

• Rules on admissibility -> national law
• Principle of procedural autonomy
• Principle of equivalent protection
• Principle of effectiveness

• What ‘sanctions’ possible?
• Assessment/weighing of evidence
• Sentencing
• Exclusion

But mind:

Objective?

‘to prevent information and evidence obtained 

unlawfully from unduly prejudicing [the suspect]’



Link with admissibility of evidence? (3)

• EU law
• Case law CJEU (cont’d)

• Yet, national courts are to exclude the (retained) data 
obtained contrary to EU law in criminal proceedings where: 

• (1) the suspects are ‘not in a position to comment effectively on 
[that] evidence’, 

• (2) the evidence pertains ‘to a field of which the judges have no 
knowledge’, and 

• (3) it is ‘likely to have a preponderant influence on the findings 
of fact’.

• ‘Blueprint’ for future EU legal framework?
• Quid authenticity and reliability?

LQDN I and 

Prokuratuur

Right to fair trial 

(incl. adversarial 

principle)



The lack of transparency 

seriously comprises trust in the 

results of a cyber 

investigations. 



Any questions ? 



Bernard 
Quintin

Minister of 
Security and 
Home Affairs, 
responsible 
for Beliris



Wrap-up: 

Catherine Van de Heyning
Public Prosecutor; Professor 
European Fundamental Right 
University of Antwerp

Baptiste Flumian
Cybercrime Reference Magistrate
Brussels Public Prosecutor’s Office



Networking 
cocktail

Ends at 6:30 PM !
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