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" CYBER SECURITY

. COALITION..

Introduction-Value Proposition

» The Value proposition of Cyber Security

TRUST RESILIENCE PP
l DIGITIZATION
ENABLER

https://en.wikipedia.org/wiki/Digitization



" CYBER SECURITY

=&\ COALITION..

Introduction - Set the scene—CyberSecurity ?

The Security triad
Confidentiality , Integrity , Availability

AVAILABILITY

All the means to secure/protect the information
at People, Process and Technology level

https://cio-wiki.org/wiki/Business_Model_for_Information_Security_(BMIS)
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TN Correctement classifié
Correctement classifié
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Subject Matter Expert (SME)
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Attributes

Compliance

Cyber Resilience Act

Radio Equipment Directive
Delegate Act

Overview of EU—-Cybersecurity main tracks
Objective : EU Cybersecurity Consistency

Cyber Security Act

Network and Information Systems Security

CER - Critical Entities Resilience
5G toolbox - Technology

Nis 2.0—Netw

Exsentisl eatiies
[ T ——— Postal and courle services
L —— Virste maragement
sanking Chemicals

Financial market infrastructures Food

[ ———— ‘ [ p—

Drinking water L T ——

Waste water
T p———
Public administratians

Space

formation Security Directive

In nutshell

«  European directive

*  Cybersecurity package of measures

*  Further improving the resilience and incident
response capabilities

+  Set the baseline Security framework inline with
trends of Digitalization

+ Center for Security Belgium - Single point of contact
with European Cooperation Group

*  New 2:0 Notion of Essential and Important entities

*  New 2.0 Scope extended compared with NIS 1.0

* Impact for Members (ongoing)

TBC: ICT service management Services could potentialy ve considered as an
essential entities (Council proposition)
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AREYOU KNOWING?
AREYOUCERTIFIED?

CISSP
CRISC—CISA—CISM
CEH /C-CISO

COMPTIA A+ / NETWORK+
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Certification and career path?

= Understanding the cyber security path with Attributes / Dimension

-

+10 years

ik

s ey A i 30-35 years
Lauren Wheeler

https://jagwire.augusta.edu/graduation-week-2022-cybersecurity-
grad-prepares-to-protect-the-world/

TIME FOR REFLEXION AND
CERTIFICATION
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Certification and career path?

= Understanding the cyber security path with Attributes / Dimension

Foundatlon Foundation CS Career
2 Confirmation
sttt e s e e, P 30 35 years 40—45 years . care
Lauren Wheeler 50-55 year

https://jagwire.augusta.edu/graduation-week-2022-cybersecurity-
grad-prepares-to-protect-the-world/

TIME FOR REFLEXION AND
CERTIFICATION




Suscitate IT /CS interest very earlier

Self made computer
‘ SCUSIHDD + DVDRW +
Schneider CPC 6128 Compagq Deskpro 386 Thermo pasta - overclocking

8-12 years old - 12-18 years old — 1994-2001
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Introduction : Eric VAN CANGH

Chemistry Engineer’s
Theoretical Physical Chemistry
Atomic Force Microscopy
Nanometricscale (UCL)
2001

IT Manager
Benelux

(ARTHUR D.

IT Manager LITTLE)
(VISIOCOM Consultant
AIMS OPTRONICS)

DRP-
Project
Leader

(ING)

Tactic

Project

Config & MDW
Team manager
La
(INC)

Before attending classes at Solvay

Covernance
Cloud
Security Security
Program IS
Lead Compliance
& DRP Officer
Project SPOC for BE
Manager (GENERALI -
(SIBELGA) ATHORA)

Tactic

IS Governance
I1SO 27001
Certification
(ORES)
Consultant




Introduction : Eric VAN CANGH

IS Governance
ISO 27001 Certification
(ORES)
Consultant

Certified ITILv3 (2019)

During and after Solvay

Senior BG Leader Digital
Cyber Security
(AGORIA)

I

Strategic Strategic

Tactic

Strategic

Strategic Strategic




THE WORLD OF SECURITY CERTIFICATIONS....

HOW MANY EXISTING CS CERTIFICATION YOU ESTIMATE?
* 0-50

* 50-100

* 100-200

* 250-500

* 500+




Security Certification Roadmap

Security Assessment

1AM Security and Risk Management and Testing Security Operations

Cloud/SysCrs *nix 1C8/loT GRC Forensics incident Handling Penetration Testing Exploitation

(e [sor

ertifications listed | July 202«

https://pauljerimy.com/security-certification-roadmap/



w The Best Security

1

Certified Information
Systems Security
feXzall | Professional (CISSP)

PRINCE2
{PRojocts IN Controlied
Environments)

& Management Certificates

Certified Information
Security Manager
(cisM)

GIAC Certified Project
Manager (GCPM)

SIA - Certified Security

Project Manager

Security Architect
Management Certification

SABSA Chartered
Security Architect -
Practitioner Certificate
(scp)

ISACA - Certified in the
Governance of Enterprise
IT (CGEIT)

Cloud Security Management

GIAC Security
Operations Manager
Certification (GSOM)

IT Service Management (ITSM)

STATIONY

Certified Cloud Security
Professional (CCSP)

CIPM - Certified
Information Privacy
Manager

CHALLENGE

The BEST ? Based on which criterias ?
BUT Indeed they are well known



Overview of certifications

- = Here are some organizations that offer certifications that are well-known and
highly respected in the cybersecurity space:

I S C 9 SANS | GIAC EC-Council
CERTIFICATIONS Building A Culture Of Security

sl ]l ]l NC
cllsclo 3¢ ISACA. ComgTIA




ISC?2

I S C 7 Get Started Training Certification ~ Continuing Education Members Enterprise / Partners Communities About Us

ISC2 CERTIFICATIONS

Cybersecurity Certifications 4

Find Your Certification p . p . .
Current Offers 4 o« cesp I55AP

Register for Exam ) Entry-Level Cybersecurity J Cloud Security J Security Architecture

Exam Process

[ | SSCP [ ) CGRC | ISSEP
- G , Risk and
Application & ) Security Administrator - overr-wance sran - Security Engineering
Compliance
Endorsement
L ! CISSP [ ! CSSLP ! ISSMP
Exam Pricing
J Leadership & Operations - secure Software Development J Security Management

Exam Languages

CISSP The “Holy grale” of Cybersecurity Certification




Training Roadmap

The largest and most trusted source of cyber security training,
certification, and research in the world

CORE

New to cyber security?

Intro to Information
9 Security
301 UNCAtoN - Iformation 5o

You are experienced in
technology, but need to learn
hands-on, essential security
skills and techniques

Core Security Techniques
Defend & Maintain

25 2 g:ycgﬂly Essentials Bootcamp

Hacker Tools, T
Explons, anlé'lnecfde Handlmg

igital Forensics Essentials

You will be responsible for
managing security teams or
implementations, but do not
require hands-on skills

Security Management

SANS Security Leadershlp Essentials
For Manageus (wm| Knowledge Compression™)

ontrols -

Implementing and Auditing the Critical Security
Cont pth

INTERMEDIATE

You are experienced in security,

\:‘ preparing for a specialised job
role or focus

Security Monitoring & Detection

'f“,,'w,o." Detectlon !n»depm

503

Continuous Momtonn and
STl Securt) Speratons

Penetration Testing
and Vulnerability Analysis

Enterprise Threat and Vulnerabilif
ﬁ Asserspsmen Y

ﬁ Penetration Testing and
SEC ELhu:a acl Ing

Network Penetration Tes!mg and
560 Etmcal Kackmg

Incident Response
and Enterprise Forensics

coR Windows Forensics Analysis

500

@ Advam:ed Network Forensics and
alysis

Advanced Digital Forensics,
;gg lncvdent Res'gonse and Threat Hunting

Security Management
m SAMS Tramlng Program for CISSP#)

ADVANCED/SPECIALISED

You are a candidate
D for specialised or
advanced training control engineers

Cyber Defence Operations

W SEC450 Blue Team Fundamentals: Security
Operations and Analysi

W SEC487 Open-Source lntelllgen(e Gathering
(GSINT) and Analysis

W SECS01 Aavznzed Se(urlty Essentlals
Enterprise Defender

M SECS05  Securing Windows and
PowerShell Automation

M SEC506  Securing Linux/unix - .

W SECS30 Defensible Security Architecture - .o<a

W SECS55  SIEM with Tactical Analytics - o

W SECS66 Implementing and Auditing the Critical
Security Controls - In-Depth - -

W SEC599 Defeating Advanced Adversaries -
Implementing Kill Chain Defences

Digital Forensics & Incident Response
M FOR498 Battlefield Forensics & Data Acquisition

W FORS18  Mac Forensic Analysis

M FORS26 Memory Forensics In-Depth

M FORS78 Cyber Threat Intelligence

M FORS85 Advanced Smartphone Forensics - cass

M FORG610 Reverse-Engineering Malware: Malware
Analysis Tools and Techniques - ca:i

Security Management

W MGTS14 IT Security Strategic Plannlng,
Policy and Leadership
W MGTS16 Managing Security Vulnerabilities:
Enterprise and Cloud
W MGTS25 IT Project Management, Effective
Communication, & PMP® Exam Prep - i

ANN

Industrial Control Systems Security

M ICS410  ICS/SCADA Security Essentials
W ICS456  Essentials for NERC Critical
Infrastructure Protection -
W ICS515  1CS Active Defence
and Incident Response .
M ICS612  1CS Cyber Security In-Depth

Penetration Testing and Ethical Hacking
M SECS62 CyberCity Hands-on Kinetic Cyber Range
Exercise

W SEC573  Python for Penetration Testers
M SEC575  Mobile Device Security
and Ethical Hacking - (vos
M SEC617  Wireless Ethical Hacking,
Penetration Testing, and Defences -
M SEC642 Advanced Web App Penetration Testing
and Ethical Hacking
M SEC660 Advanced Penetration
Exploit Writing, and E(M(al Hacklng o
W SEC699 Purple Team Tactics - Adversary
Emulation for Breach Prevention &
Detection
W SEC760 Aavanmd Exploit Development
for Penetration Testers

Cloud Security
48 Cloud Security Essentials
ECS22 De’!ﬂdil? Web AEplkallons
Security Essentials - o
40 Cloud Security and DevOps Automation
Secure DevOps: A Practical Introduction
Cloud Security Architecture and

rations
Cloud Penetration Testing

Audit / Legal

W AUDS07 Audiung & Monitoring Ne!works,
Perimeters & Systems

W LEGS23  Law of Data Security & |nvesﬂga!kms
£

GIAC

CERTIFICATIONS




GIAC s DIGITAL BADGES

: é ANNOUNCING GIAC'S NEW DIGITAL BADGE PROGRAM!
sl

@ @ @ ® o
TO LEARN MORE ABOUT THIS ONE-CLICK VERIFICATION,
DIGITAL REPRESENTATION OF YOUR GIAC CERTIFICATION,
VISIT THE LINK IN THIS POST!

How to Earn a Portfolio
Certification

Create a unique portfolio of credentials by focusing where you want.

Choose any of GIAC's 40+ Practitioner Certifications like GSEC, GCIH, GCFA and
GPEN.

Choose any of GIAC's Applied Knowledge Certifications like GX-CS, GX-1A, and
GX-1H.

https://www.giac.org/get-certified/giac-portfolio-certifications/?msc=main-nav



82¢ ISACA.

https://www.isaca.org/credentialing/credentialing-badges

CYBER
SECURITY
AUDIT

ANISACA Contieaty

IT RISK
FUNDAMENTALS
AnISACA Certficate

&S]

HAIN

LOCKCI
FUNDAMENTALS

R

@

NETWORKS AND
INFRASTRUCTURE
FUNDAMENTALS

COBIT

FOUNDATION

IT AUDIT
FUNDAMENTALS
AnISACA Certdicate

‘tczr

CLOUD

FUNTAMENTALS

e

CYBERSECURITY
FUNGAMENTALS

@

SOFTWARE
DEVELOPMENT

FUNDRMENTALS

-

&

ARTIFICIAL
INTELLIGENCE
FURGAMENTALS

rpe—

@

COMPUTING
Fu

MDAMENTALS

rpn——

@

DATA SCIENCE
FUMDAMENTALS




EC-Council

Filter By Career Track
L_J Application Security

O Digital Forensic

() Incident Handling And
Response

() Network Defense and
Operation

UJ Vulnerability assessment
and penetration testing

Building A Culture Of Security

Our widely recognized certification credentials

Supporting certification resources available individually or in a track sequence.

End User
Knowledge
Worker

Specialization Executive

NETWORK DIGITAL FORENSICS &

DEFENSE " INCIDENT RESPONSE PENTESTING

ETHICAL
HACKING

CLOUD SECURITY

https://www.eccouncil.org/academia/
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CISCO

(e

Global Knowledge. Cisco Career Certification Tracks

CCDE CCIE CCIE CCIE CCIE CCIE CCIE

§ \__/Design ' Wireless ' Security . Routing& '__. Collaboration '~ Data \_/ Service
H R R : R -

; ccop CCNP CCNP CCNP CCNP CCNP CCNP CCNP

\__ Design ‘. Wireless ‘.~ Security ‘.~ Routing& . . Collaboration . ~Datza ' Cloud ‘.~ Service

P el Bl [ e

CCNA CCDA CCNA CCNA CCNA CCNA CCNA CCNA CCNA

\_ Industrial/ \__ Design ' Wireless ' Security '__ Routing& '__ Collsboration \_ - Data ' __ Cloud '__~ Service
I loT l Switching E E Center g Provides

—
=
(N

.....................
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https://www.netacad.com/catalogs/learn
[l Geines

vt]a ] Networking
CI1SCO. Academy

Q_ Search for courses, articles and resources Learner v

Learning Catalog

GOALS

Take a free course

Get certified

Learn with an academy

Get job ready

SUBJECT AREAS
Cybersecurity
Networking

Al & Data Science
Programming
Information Technology
Digital Literacy

Professional Skills

Educator Resources

TAKE A FREE COURSE

Learn topics like networking, cybersecurity, and programming through courses backed b
learning science and Cisco expertise - and prepare for certifications and job-ready skill

>
set you up to work anywhere.
>
[J] Course Self-paced, Instructor-led
> Introduction to Cybersecurity
2 6954827 a_
[J Course Self-paced
> 5 = .
Introduction to loT and Digital Transformation
> Billions of devices nnect to the n y. Le:
loT ir
> 2, 266,745 already enrolled.
> -
[JJ Course | Self-paced, Instructor-led [
> Networking Basics
N S le ter networking and discover | {,’ {
“ &
> 2\ 758,383 already enrolled

View all courses

Rik Bleeker vertelt hoe het NetAcad programma helpt de IT Skills Gap te verkleinen

https://www.youtube.com/watch?v=846N6vOjdUw

[J Course Self-paced, Instructor-led
Discovering Entrepreneurship

Buil kil

nd develop a solution-oriented
hrough rea d examples an

[0 Course | Self-paced, Instructor-led
English for IT 1
A
con




CompT A

Core Sk|||s Cert|f|cat|ons

ITF+

AEENN
Network+ Security+
Infrastructure Certifications

[\ [\ [ oomrN\
Cloud+ Linux+ Server+

Cybersecurity Certifications

L\ oo\ o\
CySA+ PenTest+ CASP+

Data & Analytics

Project+

N\

Essentials+

N\




Figures on the market

CERTIFICATION

NUMBER CERTIFIED

A
CompTIA Security+

" Certified Information Systems Security Professional (CISSP)

Global Information Assurance Certification (GIAC)

Certified Information Systems Auditor (CISA)

Certified Information Security Officer

Certified Information Privacy Professional (CIPP)

265,092

91,765

46,318

35,812

Source: B

cybersecurityguide.org

20,300

13,652

Nearly 6in 10

IT jobs are cyber-enabled, meaning
cybersecurity i1s part of the Job description

EoEoEobobooboEoEoko

Saurca:

cybersecurityguide.org

4

CERTIFICATION

JOB OPENINGS BY CERT

Certified Information Systems Security Professional (CISSP)
CompTIA Security+

Certified Information Systems Auditor (CISA)

Global Information Assurance Certification (GIAC)

Certified Information Security Manager (CISM)

Certified Information Privacy Professional (CIPP)

66,011

63,345

42,927

34,002

31,585

4.871

This chart shows the number of job postings that mention specific cybersecurity certifications

according to 2024 Cyberseek data.

https://cybersecurityguide.org/programs/cybersecurity-certifications/

This chart shows the number of professionals that hold each type of cybersecurity certificatiof
according to 2024 Cyberseek data




Cyber Security is for geek ?

= “you don’t need to have technological
knowledge for a cyber Career”

= YESand NO!

» | would say “Cyber Security is “not” only
technical ?”

freepik
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The dimensions
of a certification




The dimensions of a certification

= |ndustry levels

» |ndustry verticality

" Personal Level of CS experience

* |Tdomains (iso 2700x / ITIL) — process focus
= |TvsCS

= CSITorCSOT

» Technology focus




The CS CONTEXT

» Attheindustry perspective—3 Layers

T % W T L T acor

KEY TAKE AWAY

* Vision - Goal = Horizons - Programme
* Governance (Cobit...)

* Risks (Cyber Risk)
Biaaitive Nansosmanty Bxtarial % * Compliance (GDPR / NIS 2.0 / CSA...)
Consultant, Internal IT Advisor, etc. : ‘-‘J,*

* Project Management
* New Security Controls (Trust)

Project Manager, Service
Manager, Security Manager, etc.

T P > | * Process management (CM /IM / PM)
provider, s/w developer, et N o 1o I = 1Ll UL L + Asset management !!!

* BCP/ DRP (resilience)

Which Cyber Security activities are you teaching or educating today ? 2




[

Strategic Level - GRC

OPS

. PO I | Cy Company objectives t:g:laztr::im provisions I
* Standard
. Ersct);edures FLASH [ELTX

* Setup Teams
* Setup Culture

information security management system (ISMS)
T T T 7 T Tqodmsoweydwoy |

Information security measures (controls, measures)

Figure 1: Incorporating the ISMS into corporate control processes?

BO/IT




Cadres (Frameworks): ISACA - Culture

Figure 3—Centrifugal Culture Ecosystems Drivers

People
Technology
Processes

Education
Awareness and Training

.............................................................................................

Knowledge Beliefs Perceptions

Attitudes Assumptions Norms Values
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Whatis arisk?—in a nutshell

Identify

£ RISK-02
w RISK-11

RISK-06

R=Pxl

} Respord P .
« “FROC’ risks e S

Management

RISK-04
L] RISK-01

* Quantitative
, * Qualitative

* Riskappetite
* Risktolerance Moritor

RISK-10 RISK-05
o~ RISK-12

RISK-16
RISK-17

If you are not familiar with risks , adress this point quickly

https://firebrand.training/uk/learn/pmp/course-material/project-risk-management/qualitative-risk-analysis




Cyberrisks?

configuration

hackers
and network

IT service
providers

current
employees

collaborators

criminal
organisations

former
employees

i=» crifdecisionsolutions.c...

https://www.at-bay.com/articles/impact-ai-cyber-risk/




The Impact of Al on
Cyber Risk

Artificial intelligence has the potential to increase
phishing, malware, and at-scale cyber attacks

hackers

IT service
providers

collaborators

configuration
and network

current
employees

criminal

organisations

former
employees

i=» crifdecisionsolutions.c...

https://www.at-bay.com/articles/impact-ai-cyber-risk/




EU Cybersecurity Regulations in a nutshell

Horizontal, non-specific

CRA

CSA

(EUCC, EUCS,
EUsC)

Product-focused

|
I Organisation-focused

Sector-specific
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Certification and career path ?

= Understanding the cyber security Path with Attributes / Dimensions

Foundation Foundation CS Career
1 2 Confirmation

'ty

+10 years +10 years +10 years

30-35years 40-45 years 50-55years

\
»
N
| i

Lauren Wheeler

tps://jagwire.augusta.edu/graduation-week-2022-cybersecurity-
grad-prepares-to-protect-the-world/

TIME FOR REFLEXION AND
CERTIFICATION




The dimensions of a certification

" |ndustry levels

= |ndustry verticality

» Personal Level of CS experience

* |Tdomains (iso 2700x / ITIL) — process focus
= |TvsCS

= CSITorCSOT

» Technology focus




.y =

Industry verticality - Frameworks and certifications

FRAMEWORK
SPECIALIZATION

WIDELY APPLICABLE

>

NARROWLY FOCUSED

** i’
* *
, enisa
* - andinformation
x Agency
COBIT 5 800-53

NIST csc
CYBERSECURITY
FRAMEWORK

oA
CSA CCM

alliance®

PCI PSS ‘V

HIPAA

FERC / NERC

)
NISPOM
IEC 62443

» COMPREHENSIVE

FUNDAMENTAL CONCEPTS

BREADTH OF COVERAGE

4.AGORIA

FLASH [

NIST SP 800-53

=) OT world



The dimensions of a certification

" |ndustry levels

" |ndustry verticality

= Personal Level of CS experience

* |Tdomains (iso 2700x / ITIL) — process focus
= |TvsCS

= CSITorCSOT

» Technology focus




Personal Level of CS experience (consultancy)

" Junior: <3 years of CS experience

» Medior:3 -7 years of CS experience

= Senior: 7-15 years of CS experience OR 5+ on a niche
= Expert :>15 years of CS experience OR 10+ on a niche



A

What is your target?

=G

Chief Information Cyber Incident Cyber Legal, Policy and
Security Officer (CISO) Responder Compliance Officer

Cé\ o

& o1 My

ybersecurity Cybersecurity
Educator Implementer

l Resear Manager Tester

itect

rrsecurity
srsecurity Cybersecurity Risk Penetration

European Cybersecurity Skills Framework Role
Profiles

The ECSF role profiles document lists the 12

typical cybersecurity professional role profiles mm .
along with their identified titles, missions, tasks,

skills, knowledge, competences. The main purpose LU ] .
of this framework is to create a common L} :._ &

understanding between individuals, employers and
providers of learning programmes across EU
Member States, making it a valuable tool to bridge
the gap between the cybersecurity professional
workplace and learning environments.

0 .
Waso,?
4 o g ..

Published September 19, 2022
Language

Download
PDF document, 960 KB




CISO?

Domain 4

MOBILE
TECHNOLOGIES

d

BYOD

response
Sensitive data
management

Dom

®

}1 RISK MANAGEMENT

Domain 4

IDENTITY
MANAGEMENT

Account creation /
deletions

Single sign on (SSO,
simplified sign on)

Repository (LDAP / Active
directory)

Federated IAM

Privilege access
management

Endpoint detection and

User behavior monitoring

SAAS POLICY {
AND GUIDELINES

Vendor assurance
Security functionality
Testing and integration
Monitoring and alerting

BUSINESS ENABLEMENT

>main 4

CcLouD
COMPUTING

Domain 1&3

PROCESSES

HR/On boarding/
Termination

Business partnerships

Business continuity and
disaster recovery

Security awareness

SECURITY
ARCHITECTURE

Cloud architecture
Strategy and guidelines
Cloud risk evaluation

o)

Technical orchestration
Minimize failure surface
Engineering and
implementation

Lifecycle management RISK
MANAGEMENT

3
A
Risk program governance

Asset inventory view |
Clear risk metrics i

Risk results

i i management
Risk communications 9 ey
Business risk advisement —Assessment
management

Assessment coordination
Third-party risk management & risk quantification

INCIDENT
MANAGEMENT

THREAT PREVENTION &
\ DETECTION
Log analysis / correlation / SIEM

Alerting (IDS/IPS, FIM, WAF
Antivirus, etc)

INCIDENT
MANAGEMENTT

Incident response
Media refations Netflow analysis
Network / application
Firewalls

Vulnerability management
Application security

Incident readiness

Forensic investigation

Threat intelligence

ARCHITECTURE

CERTIFIED CISO BODY OF KNOWLEDGE FRAMEWORK

| Domains |

PROJECT DELIVERY

MERGERS AND LIFECYCLE

ACQUISITIONS

COMPLIANCE X
AND AUDITS

Requirements
Design

Internal/external audit
management

Regulatory compliance

Acquisition risk

Security testing
Assessment International standards Maintenance
Integration cost alignment
Vendor/customer audit
management

@ PROGRAM
%/ MANAGEMENT

Governance

BUSINESS 2
ENABLEMENT
Secdamy, COMPLIANCE
AND AUDITS

g

PROJECT
DELIVERY
LIFECYCLE

£5)

Personnel / automation balance
Compliance and audit

Risk identification

Security operations

EC-Council

Building A Colture Of Security

OFFICE OF A CISO

MANAGEMENT

ROI analysis

Risk prioritization
Talent retention

Balanced management

Cost reduction

THREAT
PREVENTION &
DETECTION

STRATEGIC
PLANNING
LEGAL AND

RESOURCES

&

STRATEGIC
PLANNING

{ % LEGAL AND
\ HUMAN RESOURCES

Tactical, intermediate,
Data discovery

and strategic planning

Vendor contracts Strategy communication

Investigation / forensics Alignment to the business

https://www.eccouncil.org/train-certify/associate-cciso/




What is your level of competence ?

NIVEAUX DE COMPETENCES

Imite les actions d'un
tuteur

Reproduit & I'dentique des
actions sans forcément
comprendre les principes.
(ribame, 1992, p.158)

Applique, avec aide, les
sawvoirs )

Conceptualise et contextualise
les savoirs, les capacités ou
habiletés nécessaires a la
réalisation de taches
professionnelles.

Appréhende/maitrise le
changement

Innove & partir de |'anticipation

des changements sur I'action. '

6. Survivant
1. Excellence

/ Exm;c:lr;ll:mun )

2. Expertise Gére des situations de travail
) ) )
5. Débutant

Résout des problémes selon la
Applique les pratiques de situation de travail )

fagon autonome

}— 4. FonctionnelJ 3. Maitrise r'

Transfére les savoirs dans des
situations professionnelles selon
les attentes de rendement.

Adapte ses actions, dans une
situation professiomnelle, par
décontextualisation et
recontextualisation.

(credit) Carl Vastman

(1) https://sfia-online.org/en

SFIA - Levelled NICE Work Roles

Using SFIA’s Levels of lity and NICE together
to support cybersecurity role and job levelling.

An illustration of cybersecurity career paths

SFIA (1) : level1-7

E-CSF (2) level e1-e6

European e-Competence Framework (e-CF),

EQF: level1-8

The European Qualifications Framework

Figure 14: Relationship between EQF and e-CF levels

EQF Levels
EEE 2 )
! t $ 1 1 1
@EEEC )

e-CF Levels

(2) https://www.enisa.europa.eu/topics/education/european-cybersecurity-skills-framework

https://www.enisa.europa.eu/publications/european-cybersecurity-skills-framework-ecsf




If youdon’t know?

Il’ Skillsbeam. HOME ENTERPRISES DIGITAL SKILLS ASSESSMENT CONTACT US v LOGIN Search ...

CYBERSEC PROFILES SKILLS ASSESSMENT

Please select the job role that you wish to assess.

Security

CISO Cyber Incident Cyber Legal & Cyber Threat Cybersecurity Cybersecurity
Responder Compliance Intelligence Architect Auditor
Officer Specialist
Cybersecurity Cybersecurity Cybersecurity Cybersecurity Digital Forensics Penetration
Educator Implementer Researcher Risk Manager Investigator Tester

& (@) Chartered Institute of ©
" "l bF A Based on SFIA Framework Information Security

Based on CIISEC Framework

https://cyber.skillsbeam.io/index.php/sfia-assessment




The dimensions of a certification

" |ndustry levels

» |ndustry verticality

» Personal Level of CS experience

= |T domains (iso 2700x / ITIL) — process focus
= |TvsCS

= CSITorCSOT

» Technology focus




A

1SO 27002 - Overview- “processes”

Configuration management
—» Asset classification / Categorisation

ISO/IEC 27002: 2013 Ownership - RACI
&) @
Foreword
Ouiin | Assetmanagement | ISO IEC 27002 2022
oﬁcope ‘ .
- st Operations
Foreword
@) Structure of this standard ‘ Securit @‘o";c"o ction Physical Attributes | Formalities
Bibli h Normative references
C Access control ¥ Supply égm:;?:;?fg::g:,d controls FE. ( ver )
o f . Chain Biblcgraphy 27002:2013 | " puman |
In qzmatlif)l? - ‘ - | | Security © (=] (TT/cyber
SchrI O ICleS | ‘ ! upplier relationships
i . Cryptography esw—im”‘ Organizational 1 h I . I
g “y— - . fiionyation <ecur controls ecnhnologica
0 Organization of ; 0 PhYSical and Communlf:atlons in:;:martn:':\::Zn:etZt t |g
information security | : secunity ———————— controlis -
‘ environmental (7] .
o : | i © People
y security ] | Sy mimagament | p
Human resources | controls
securit || ¥ Systems acquisition, developmen
y and maintenance Compllance —» BIA-BCP/DRP

— Network /IPS/IDS / FW | WAF

— Software security (S-SDLC—OWASP top 10)




ITILv3 () illustrate importance of some Cybersecurity Processes (PPT)

Service Strategy

Service Catalogue

Strategy Management Management

)

Demand Management Availability Management

Service Portfolic
Management

Information Security
Management
Service Level

Financial Management

Management

Business Relationship

Management Capacity Management

Diesign Coordination

Supplier Management

r ~y

IT Service Continuity

Service Service

Transition Operation

Transition Planning &

5 Access Management
upport

Change Management ]| Event Management

r ~

Service Request

Change Evaluation Fulfilment

Release & Deployment
Management

Service Level
Management

Service Assets &
Configuration
Management |

Incident Management

Problem Management

Service Validation &
Testing

Knowledge Management

Continual Service
Improvement

Sewen Step Improvement

ITIL® is one of the most heavily used ITSM frameworks

(*) v4 is out in 2020

ITIL® v3 is built on 26 processes which have been segregated
into 5 service lifecycle stages. These are:

1. Service Strategy

2. Service Design

3. Service Transition

4. Service Operations

5. Continual Service Improvement (CSI)

_'\“_\\ Service ,ry;pr
OOV
co
A

O V(;O)




The dimensions of a certification

" |ndustry levels

» |ndustry verticality

" Personal Level of CS experience

* |Tdomains (iso 2700x / ITIL) — process focus
= |TvsCS

= CSITorCSOT

» Technology focus




The grey/gray zones IT vs CS = |. i

Information warfare | Coercive diplomacy

\_ J

CYBER WORKFORCE

Cybersecurity ‘ Cyber Effec ntel // Intelligence
/

\ Cross,Eunctional’ “"

Lifecycle ‘ Talent Strategic i Legal/Law
Management ‘ Management Management Enforcement




g
1]
o
]
g
S
>
==
=

Cybersecuri

DCWF

(defence cyber work force)

IT (CYBERSPACE)

IT (CYBERSPACE)

IT (CYBERSPACE)

IT (CYBERSPACE)

IT (CYBERSPACE)

Database Knowledge Manager Research and System Administrator Systems
Administrator 431 Development 451 Reguirements Planner
421 Specialist 641
Network Operations 661 System Testing &
Enterprise Architect Specialist Evaluation Specialist Technical Support
651 441 671 Specialist
411
Systems Developer
632
CYBERSECURITY CYBERSECURITY CYBERSECURITY CYBERSECURITY CYBERSECURITY CYBERSECURITY CYBERSECURITY
Authorizing Official/ Cvber Defense Cyber Defense Information Systems_ Secure Software Security Control Wulnerability_
Desiznating Analyst Incident Responder Security Developer Assessor Assessor Assessment Analyst
Representative 511 531 631 622 612 541
611
Cyber Defense Cyber Defense Information Systems_ Security Architect
COMSEC Manager Eorensics Analvst Infrastructure Support Security Manager 652
723 212 Specialist 722
521

https://dl.dod.cyber.mil/wp-content/uploads/dcwf/ElementsMap/story.html
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IT Certification Roadmap (IT vs CS) example
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IT Certification Roadmap

BEGINNER/NOVICE INTERMEDIATE

Explore the possibilitie:
CompTIA.org/CertsRoadmap

with the CompTIA Interactive IT Roadmap at

CompTlA

ADVANCED

&8 compTia A+ (& CompT1A Networks
&8 CompTIA ITF+ ‘ompTIA Linux+ [ CompTIA Security+
[E8 CompTIA Project+ [BE) CompTIA Network+

(B compT1A Server+
&8 CompTIA Server+ C
@R Solutions Archilect - Associale
@B Sys0ps Administrator - Associate
CompTIA A+ Bhcena

1PM
CompTIA Cloud Essentials+ mﬁ[’[iss‘”"‘}«cﬂ’“’?'ﬁ' . B Microsoft Certified
(88 CompTIA ITF+ st et T Assaciale

CompTIA Project+ BB esrT

. Cloud Pr

| L JEzen]

B Microsoft Certified Associate

1 Certified: Fundamentals

ertified Administrator
Bl sca
@ ver

CompTIA A+
CompTIA Cloud Essentials+
CompTIA ITF+

CompTIA Project+

ITIL Foundation

@8 CompTIA Network+
{8 CompTIA Security+ CompTIA Data+

[E8) CompTIA DataSys+

CompTIA Linux+

[88) CompTIA Security+

DCA-DS

8 Microsoft Certified: Asscciate
8 MyS0L 8.0 Database Developer
® B MySOL Datsbase Administrator
ER CompTIA ITF+ EL SAP Certification Technology

= comenal Associate
mp et B SAS Certified Specialist
& Visual Business Analytics
@
Tableau Centified Data Analyst

ITIL Intermediate
& cPM
PRINCEZ Practitioner

oft Certified: Fundamentals

CompTIA Linuxt
CompTIA Security+

CompTIA Projectt Developer - Associate

tified Pr
3

ified Entry-Level Programmer
MangoDB Certified Developer Associate
OCP Java SE Programmer

(B8 CompTIA CySA+
(B8 CompTIA PenTest+
@ cone

B coam

Infrastructure
and Cloud
ompTIA CASP+

PC2 I8 Cisco Certified DevNet Specialist
B coe

& Professional Cloud Architect

CE ASE

LPIC3

RHCA

osoft Certified
"

W voox I |T Service

Management

W 7L Expert CompTIA CASP+
@ Pue I Master
BB CcsP
[— Data & Al
M@ car

[E8 Google Professional Data Engineer
@B Microsoft Certified: Expert

Adobe Certified Master (ACM)
Jave EE Application Developer
csP
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CompTlA" IT Certification Road map http://certification.comptia.org/certroadmap

BEGINNER/NOVICE INTERMEDIATE ADVANCE SPECIALIST A Career in:
Jr— ~ .
O O _,_r—'O O Project Management
* CAPM W CompTIA Project + IPMA (C) IPMA (B) * PMP

IPMA (D) / GPM % prince 2 Foundation IPMA (A)

C 7 AN N\ * Prince 2 Practitioner
4 N
& lE%‘DL/ TCOL MOS Master
DL DL
MOS 4 ECDL/ICI I =
* OCMJEA
W CompTIA Mobile App Security+ MCA
MTA Developer MCSD
* OCMJD Y )
el \ J
W CompTIA HIT Specialist ITIL Master
* OCJA % OCPJP MCIT
= :‘orr:lelTA g S il et CITP Enterprise Admin
rata { J— HDI SCM MCITP C
Fundamentals \/ =\ SO

HDI SCA ITIL Intermediate —~ ~

MTA Database Admin S
MCM
*OCM

m CompTIA PDI+

ITIL Foundation

HDI DST * OCA MCITP Server Admin MCITP Database Admin Network Administration

e

CompTIA S (s NEh
® CompTIA Server+ McM

ComT ompTiA Storages  § SN/ CLP ® CNE/CLE LPIC-3

work+ B CompTIA Cloud+ * CCDP/ CCNP
® CompTIA Linux+ W CompTIA Mobility+ BRes RHCA ecurity
powered by LP| RHCSA MESA MCSE

LPIC1 LPIC-2 ® cciA
AT ® CCEA CisM

MCITP Enterprise Admin * CGEIT
CcCIE

T * Cissp

® CompTIA Security+ O
GSEC MCSE Security { ]
O GlsP -ggrsip/cun MCM /MCA
MTA Security GCIH CCIE
CISA
O O { ) 9
N \_/ CCNP ® cNI
= CompTIA CCENT CCNA MCT
Cloud Essentials Product or topic-related knowledge HDI €I
W COMPTIA CERTIFICATIONS # CISCO SYSTEMS CERTIFICATIONS INTERNATIONAL PROJECT LINUX PROFESSIONAL INSTITUTE CERTIFICATIONS @ NOVELL / SUSE CERTIFICATIONS @ PROJECT MANAGEMENT INSTITUTE e
- ; ; MANAGEMENT ASSOCIATION aos X ot CERTIFICATIONS
; o ; e MICROSOFT CERTIFICATIONS 1 Ly Enore RED AT CENTINCATIONS
»” ‘ ISACA Ontarmasion Systems Ausit & Cor ‘ ¥ . et M 3 Y
@ CITRIX CERTIFICATIONS . - - o e : - " . Y * OGC corrice or ou.uy«nu: COMMERCE) (ESI‘YIF\CAYIONS ~ r
s oo e ‘ : i ‘ SANS caxc CERTIFICATIONS
W EC-COUNCIL ' 2 Paoesiset ity e e " # ORACLE CERTIFICATIONS

A EUROPEAN COMPUTER oser Hacorg ey
DRIVING LICENSE FOUNDATION " » ITIL CERTIFICATIONS

HDI CERTIFICATION

A CERTIPORT CERTIFICATIONS

https://socmonkey.gitbook.io/socmonkeys-security-reference-guide/training/cyber-security-certifications



EXCELLENCE Professional Hands-On Trainings in Cyber Security,
Int?!'?gual } @ EDUCATION ’ Cloud Computing, Big Data Analytics, Artificial Intelligence

CORE SKILLS

HANDS-ON CYBER X -
SECURITY SKILLS ’ splunk> splunk> splunk>

splunk >
CON CQW Cemﬂad C mm
L Certined User -

HANDS-ON 2o

NETWORKING & [ g N P

PROGRAMMING oG ) ) g.. .... a mmm

SKILLS &CCNA) Vzcmyl l A v
= : = 3 X 7 (PMPY/CAPMS)

\\\/

HANDS-ON

AI/ML/ == = Pr--=
BLOCKCHAIN B ?} ?.} - c‘ B
SKILLS § H | m mﬁ : uaum;e . I l pRACTS QNu -—-l--

1 i)

info@intellectualpoint.com » www.IntellectualPoint.com ¢ (571) 577-7890 Or (703) 554-3827

https://socmonkey.gitbook.io/socmonkeys-security-reference-guide/training/cyber-security-certifications



The dimensions of a certification

" |ndustry levels

» |ndustry verticality

" Personal Level of CS experience

* |Tdomains (iso 2700x / ITIL) — process focus
= |TvsCS

= CSITorCSOT

» Technology focus




. _ L 1.AGORIA
The Battle ﬁEId IT/OT All the means to

secure/protect the
Wb “\’ information at
Oeployments
- | ° People
* Process

Systemas foc Experts m

monionng networsing

Technology level

A controthng OCHNOMGies

Priysical
[ it
oqQuapMment

ORGANIZATION.

Gartner ’ e

Network

A

AVAILABILITY

Remote

Rardwaco

BMIS model




IT/OT World

Blending IEC 62443 with other frameworks and
standards

|IEC 62443 standards are fully compatible and mostly map directly with other well-known guidance such as the NIST CSF. There can be, however,
substantial differences in language and application that require the use of OT-specific overlays and adaptation of IT variations in order to manage

exceptions in a converged OT/IT environment. Getting the best of both worlds requires organizations to get a little creative.

Can be adapted for product creation

Goldilocks zone Similar to SPs
) .
sannnsnnnsasnannanannsnnannnnsnnsfensficennanan

NIST CSF + SP(s) ISA 62443 ISA 62443 +TRs

General GRC for the org’

H

H

Ultra high level | High level Medium level* Medium level* Low level Low level* :
H

“Information Cyber security eels with a la Granular wheels Collection of Comprehensive  §
Management “wheels” arte with generic sub- IACS security | coveragewith &
systems” details concepts detailed :
requirements .

Rework needed an work for OT Can work for OT Made for OT Made for OT E

'ou.-.n----.------.---u-'[.n--u.-.n----.--u-uu-u--.nuu--

Optimizable using 62443-3-3

ﬂ“—m"




" CYBER SECURITY

=44 COALITION..

How to implement CS activities?

“The 3-legged stool of People-Process-Technology (PPT)”

People ( —
Who should be involved J

Process
How it should be done
Technology

Enable people, support process




The dimensions of a certification

" |ndustry levels

» |ndustry verticality

" Personal Level of CS experience

* |Tdomains (iso 2700x / ITIL) — process focus
= |TvsCS

= CSITorCSOT

= Technology focus




FOCUS ON TECHNOLOGY

Filter

Clear all

Products

L00Z 199%3 VEA

2008

Search

Find a product

N4 D Azure

~ D Dynamics 365

v D Microsoft 365

~ D Microsoft Defender

~ [:] Microsoft Entra
[:] Microsoft Fabric

v D Microsoft Power Platform
(] Office 365

v D Windows

Certification X

74 results

CERTIFICATION
Microsoft 365 Certified: Administrator
Expert

ExamMS$-102
Microsoft 365 « Administrator « Advanced

CERTIFICATION

Filter

Clear all

Products

~ [:] Azure

Search

Security X

7 results

WINDOWS SERVER*

CERTIFICATION
Microsoft 365 Certified: Collaboration
Communications Systems Engineer
Associate

Microsoft 365 + Administrator + Intermediate

@ Add

CERTIFICATION

L
"
F=
3
Q
o
s
5

o
=
o)
o
o
=
=
ol

<.

a

)

Q

w

o

Sort by: Alphabetical (A-Z) ~

CERTIFICATION

Microsoft 365 Certified: Endpoint
Administrator Associate

Microsoft 365 + Administrator « Intermediate

® Add

CERTIFICATION

https://learn.microsoft.com/



FOCUS ON TECHNOLOGY

IGO gle Cloud Paths Explore Subscriptions @

Google Cloud Skills Boost

Discover Google Cloud training your way

With 980+ learning activities to choose from, Google Cloud has designed our comprehensive catalog with you in mind. The catalog
consists of a variety of activity formats for you to pick from. Choose from bite-size individual labs or multi-module courses that
consist of videos, documents, labs, and quizzes. Our labs give you temporary credentials to actual cloud resources, so you can learn
Google Cloud using the real thing. Earn badges for what you complete, define, track, and measure your success with Google Cloud!

FILTER BY Clear all Q, What do you want to learn today?

Badge (1) v 84 results

O Any badge Course Featured

Skill Badge Manage Kubernetes in Google Cloud

O Complstion Badge Earn a skill badge by completing the Manage Kubernetes in Google Cloud quest,

where you will learn about Google Kubernetes Engine and multiple deployment
approaches including how to: configure and build images to run and debug Docker

[ ———y < .




MIX FOCUS AREA

Find Certifications by Focus Area

GIAC cartifications are now organized by focus areas that align with industry trends and needs - making it easier
for employers and practitioners to find the certs that will take their security teams to the next level.

Offensive Operations

GIAC's offensive operations certifications
cover critical domains and
usages, ensuring professionals are well-
versed in essential offensive abilities.

Industrial Control Systems

GIACS industrial control systems
certifications cover what ICS professionals
need to know: how to protect and defend

eritical industriat systems and respond to

incidents that will inevitably occur.

https://www.giac.org/focus-areas/?msc=main-nav

Cyber Defense

GIACS cyber defense certifications span the
entire defense spectrum and are focused in
WO areas: cyber defense essentials 2nd blue
te2ming

Digital Forensics & Incident
Response

GIACS digital forensics and incident
response certifications encompass abilities
that DFIR professionals need to succeed,
confirming that professionals can detect
compromised systems and identify how and

when 3 breach occurred.

Cloud Security

GIACS cloud security certifications are
designed to nelp you master the practical
steps necessary for defending systems and
applications in the cloud against the most

g
H
g

000000
[~ |

Management, Legal & Audit

GIACs management certifications confirm
the practical skills to build and lead security
teams, communicate with both technical
teams and business leaders, and develop
capabilities that strengthen your
organization’s security posture.
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Added Value of a
certification




Agenda

Introduction
= Value proposition of Cybersecurity
= Setthescene
» Demistify the Logical CS world
Certification and career path ?
= Foundation blocks

= Qverview of most wellknown worldwide CS Certification bodies.
The dimensions of a certification

Key take aways




Added value of a certification?

BOOST




Added value of a certification?

Junior:

= Show to the recruiter the willingness to learn and competitive advantages to be recruited
on the market needs

Medior:
» |ncrease the credibility /assurance level of expertise
Senior:

= Confirm the expertise [ experience + possibility to increase the competences and skills to an
executive/strategic position

Expert:

» |nterlink expertises and experiences with new technology trends / treats and mainly focus on
strategic projects and visions
(ExIA/CYBER /REGULATION..)

Salary Negociation
Mission selection
I Reputation (*) !!!




A

Added value of a certification?

NICCS

NATIONAL INITIATIVE FOR CYBERSECURITY CAREERS AND STUDIES

Education & Training

Cybersecurity & Career Resources > Interactive Cybersecurity Career Map

Provided by USAJOBS F

154 distinct job openings in the United States across 57 states/territories and 1338 cities

Displaying 1 - 50 rows out of 154 total; page 1 of 4

Title T | city State Minimum J | Maximum | | ApplyBy {
. . - . District of
Senior IT Cybersecurity Specialist, CG-2210-14 - 806577700 Cf Washington Columbi $153,507 $250,360 09/09/2024
olumbia
] Deputy Chief Financial Officer - 806619100 O Arlington Virginia $147,649 $221,900 09/17/2024
Chief Information Officer / Assistant Director / Supervisory IT .
o ) ) Glynco Georgia $147,649 $221,900 09/23/2024
Specialist {Policy and Planning) - 806100600 &
. . - 5 states and/or
Assistant Inspector General, Technology Services - 803741900 o 5 cities territori $147,649 $221,900 09/09/2024
erritories
Acquisition Organization Technical Advisor - 806971000 & Fort Meade Maryland $147,649 $221,900 09/16/2024

https://niccs.cisa.gov/cybersecurity-career-resources/interactive-cybersecurity-career-map?




Use case1-]Junior-> medior

COMMON TRUNK -> Foundation 1

= Follow the CC from ISC2
(1 millions licences free)

= > foundations

)

" Google “free cybersecurity certifications’

Join the SANS Belgium Cybersecurity
Training Community

ning.Joining the SANS Cybersecurity
rsecurity training, tools, and resources.

Join Today

1,000+ Cybersecurity Resources. 100% Free,
Forever.

https://www.sans.org/mlp/be-cybersecurity-training-community/

Certified in Cybersecurity (CC) Courses

Related topics IT & Software, IT Certifications

CC..

&% 165708 Learners  Issued by ISC2 Learn more

The vendor-neutral CC credential starts newcomers on their path to advanced cybersecurity certifications and fu
organizations that newly certified team members understand fundamental security principles and operations, net
and that they have the skills to meet and exceed performance standards in their beginning roles. All this allows or
of defense.

Featured course

s highly rated course fo

The Complete Certified in Cybersecurity
CC course ISC2 2024
\g Start your Cyber security career today! Take the Complete Certified
in Cybersecurity (CC) beginners course ISC2 - 2024
- jpdated September 2024 t
N

]
L

Many learners enjoyed th engaging content

4.6 hkk R Bestsolier

n\

9 FREE Cyber Security Courses Online With Certificates
from EC-Council Learning for all

Enroll for our free and comprehensive online cyber security courses today to kickstart your

cybersecurity career!
Free Cyber Security Courses for Beginners for all.

https://www.eccouncil.org/cybersecurity-exchange/cyber-novice/free-cybersecurity-courses-beginners/
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Key take aways




Key take aways

» Makea LIFE BREAK
» Think aboutyour CSvision (VST (2-5y) , ST (5-10y) , MT (10-20Y) , LT (20-30Y))
= Prepare your foundation blocks (1 and 2) —10-20 years of CS experience “milestones”
= Take into consideration the CS level of experience (junior-> expert)
= Remember the dimensions of a certification
= [TorCSITorCSOT
= Personal / Industry Level
= Focus (process, vertical , specific technology)
= Certification will for sure will consolidate your SCK (1) and reinforce your foundation blocks
= Cyberisevolving 24/24

= 50 you MUST acquire new competences / skills / knowledge on aregular basis
-> Continuing Professional Education (CPE) credit (2)

(1) SCK=Skills, Competences and Knowledge
(2) whatyou earn for completing a learning activity that improves your professional competence.



Questions & Answers

Thank you for your attention

Eric Van Cangh
Senior Business Group Leader Digital
Cybersecurity

T:+32 2706 78 25
M:+32 492.23.24.34

EricVancangh@agoria.be
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