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INTRODUCING DNS BELGIUM
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WHO WE ARE
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Top Level Domain 
registry

Not-for profit 
organisation 

Our core 
tasks are to:

- register domain names,

- make the internet more 
accessible,

- encourage its usage.



KEY FIGURES
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40
Employees

1,73m .be

8,500 .brussels

6,000 .vlaanderen

Domain names

20,000
New registrations

per month

356
Registrars

€+7,6m
Income



DNS IS NOT SEXY
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ISSUE #1



EDUCATION

• Fill the gap
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HIERARCHY

• DNS is a tree-structured namespace 
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eu

europa

ec

=  www.europa.org.



THE DIFFERENT ACTORS
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Source: https://blog.verisign.com



NAME SERVERS IN DIFFERENT FLAVOURS

• Root name server

• TLD name server

• Authoritative name server

• Recursive resolver

• Client / Stub resolver
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AWARENESS RAISING



GOLDDIGGERS
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ISSUE #2



TOP LEVEL DOMAINS

• (legacy) gTLDs

• new gTLDs

o  Generic TLD - examples: .car, .pictures

o  Community TLD - examples: .catholic, .thai, .gay

o  Geographical TLD - examples: .brussels, .vlaanderen

o  Brand TLD - examples: .unicef, .politie

• ccTLDs
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CONFUS.
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2012 -> NOW: EFFECTS OF THE NEWGTLD ROUND
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• EU ccTLDs have 
an exceptionally 
low abuse level 

• Where the global 
median abuse level 
is at 0.22%, 
EU ccTLDs have a 
0.05% abuse rate

Source: DNS Research Federation; 

Habits of excellence: why are European 

ccTLD abuse rates so low?; 11/2023



EVERYONE WANTS 

15 MINUTES OF FAME
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ISSUE #3



WHAT MAKES THE INTERNET WORK

• The various standards and protocols involved

= documented, collective agreement on how the 

Internet and its protocols should function, 

and the provider companies who pledge to make them 

work the way they should

• RFCs 
(https://tools.ietf.org/rfc/index)
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FOUNDATIONS OF THE INTERNET
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NOBODY READS 

THE MANUAL(?)
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ISSUE #4



RECORD TYPES

• Several types of records used
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RECORD TYPE DETAILS

SOA record A mandatory record used in all zone files. SOA specifies authoritative 

information about a DNS zone, including primary name server

A record IPv4 Host Record, used for mapping a Domain Name to an IPv4 address

AAAA record IPv6 Host Record, used for mapping a Domain Name to an IPv6 address

MX record Mail Exchanger, used for mapping a DNS domain name to the mail server

PTR record Pointer, used for reverse lookup (IP Address to Domain Name resolution)

CNAME Alias Record, used for mapping an alias of a DNS domain name

CNAME Records allow using different names for same host



THE CAA RECORD

$ dig CAA dnsbelgium.be.

;; QUESTION SECTION:

;dnsbelgium.be. IN CAA

;; ANSWER SECTION:

dnsbelgium.be. 3600 IN CAA 0 issue "globalsign.com”

dnsbelgium.be. 3600 IN CAA 0 issue "amazon.com"

dnsbelgium.be. 3600 IN CAA 0 issue "letsencrypt.org"

dnsbelgium.be. 3600 IN CAA 0 iodef "mailto:cert-abuse
          @dnsbelgium.be"
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TXT RECORDS CAN BE HANDY

• $ dig TXT fetch.vxpapub.ourmazdcompany.net.

;; ANSWER SECTION:

fetch.vxpapub.ourmazdcompany.net. 120 IN TXT 
"window.location.replace(\"http://www.95249bfg36abp.solditin30days.com/73856.html\");"

;; AUTHORITY SECTION:

ourmazdcompany.net. 172582 IN NS ns2.firstdnshoster.com.

ourmazdcompany.net. 172582 IN NS ns1.firstdnshoster.com.
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DuuuuH DoH

• DNS over HTTPS, defined in IETF RFC 8484

• Uses HTTPS and HTTP/2 to make the connection
Uses port 443

 Encrypted

 DNS camouflaged within other HTTPS traffic

• To secure connections between client and recursive resolver
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DoH
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IT’S OLD (SCHOOL)
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ISSUE #5



DNS PROTOCOL IN THE EIGHTIES

• Clear-text protocol

• Trust

• Open

• Small namespace with very limited number of TLDs 

(.be operational since 1989)
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BECAUSE BACK THEN …

• The world was a safe space …
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THE START OF MODERN TIMES

• Kaminsky attack (2008): DNS cache poisoning
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DNSSEC

• Registrants/registrars: 

sign DNS zones 

associated

with domains

• Caching recursive

name servers: 

enable validation
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 Currently ≈ 514.000 signed .be domains



THE INTERNET IS 

BROKEN
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ISSUE #6



RESTRICTING THE INTERNET

33



DNS, INTERNET FRAGMENTATION & BIG TECH

• Increasing pressure for national and European regulation of the Internet

• Enforcing local regulations on global network requires establishing points of 
control … (unfortunately) DNS resolution offers such control point 

 => Push for DNS resolution to happen in the same jurisdiction of the end user

• Encrypted DNS transport = explicitly designed to prevent the use of the DNS 
           as a monitoring/content control tool

  Side effect: tends to increase the centralisation of DNS queries into the hands 
                      of Big Tech (Internet & DNS were designed to be decentralised)

o Increasing market concentration (too big to fail/regulate?)

o Encrypted DNS transport can be used to reduce competition in the data market

=> End users get unpredictable experiences depending on OS, browser, resolver, …
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TOO INEXPENSIVE
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ISSUE #7



IT’S ALL ABOUT ASSET MANAGEMENT
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INFORMATION LEAKAGE AND IDENTITY THEFT
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IT ALWAYS WORKS

(“AS EXPECTED”)
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ISSUE #8



SMALL TYPO, BIG CONSEQUENCES
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NEW TECHNOLOGIES, NEW CHALLENGES
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A new class of vulnerabilities 

discovered by Wiz Research 

which exposed valuable dynamic DNS data

from millions of endpoints worldwide



THE MARKET FOR DDOS STRESSERS
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DDOS PROTECTION: ANYCAST@ISP
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unaffected users /

caching nameservers@ISP

massive 

DDOS attack



DNS HIJACKING – FACEBOOK vs NY TIMES
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WHY IS DNS HIJACKING HOT?

• No need to send phishing e-mails

• No need to use lookalike domains

• Can be used for very targeted (below the radar) attacks

• Bypass two-factor authentication

• Control over DNS = able to request genuine certificates

• Can be used for all types of abuse 

(advertisement fraud, malware distribution, espionage, …)
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DNS HIJACKING AND CERTIFICATES
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HOW TO PREVENT THIS

• Two-factor authentication at registrar

• Registry lock

• Monitoring of DNS records / changes + CT logs

• DNSSEC (+ DKIM/DANE/…)

• Certificate Authority Authorisation (CAA) 
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INFRASTRUCTURE 

MEETS CONTENT
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ABUSE TRENDS IN .BE
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AUTOMATED REGISTRANT VERIFICATION
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• 206.799 new .be domains (2023)

• 48.987 domains ‘delayed’

• 43.288 selected contacts (risk-based)

• 31.371 domains ‘delayed’ delegated

• 28.151 contacts verified

• 84,5%  fully automatic



ABUSETOOL & SAFEBROWSING.BE
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NOTICE & ACTION PROTOCOL
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BLAME THE DPO
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ISSUE #10



INFORMATION SHARING AND 

ANALYSIS CENTRE
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INFORMATION TO REMEMBER
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#Conclusion



SO, WHAT CAN YOU DO?

• Awareness

• Security hygiene

• Monitoring

• Technical improvements

• Share knowledge & experiences
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